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ABSTRACT

Cyber risk has become one of the most prominent threats facing modern
societies, as attackers rely on cyberspace to carry out illegal cyber-
attacks targeting sensitive data and information. These attacks, which
are increasing with the digital transformation and the spread of
electronic commercial transactions, pose significant challenges in both
cybersecurity and legal domains. While cyber risk differs from
traditional risks by being intangible and invisible, its impact can be
widespread on individuals, companies, and institutions. This research
aims to shed light on the legal challenges associated with cyber risk and
its impact on electronic commercial transactions. The study addresses
how to confront these challenges by analyzing the available legal
mechanisms and exploring solutions that may mitigate the effects of
cyber-attacks. It also focuses on the importance of enhancing
cybersecurity, which is a fundamental means to protect information and
commercial transactions in the digital age, emphasizing the need to
provide both technical and human resources to achieve it. The research
employed a descriptive and analytical approach to study the
phenomenon of "cyber risk", define its dimensions, and explore ways to
address it. Additionally, the concept of "cybersecurity” was analyzed
from multiple perspectives, including the technical and legal challenges
that hinder its effective realization. The study arrived at several
important findings, including that cyber risk constitutes an invisible
threat that is often discovered after a certain period, making it more
difficult to counteract. Achieving cybersecurity requires significant
human and technical resources to minimize these attacks. Moreover, the
study pointed out the difficulties faced by insurance companies in
dealing with cyber risk insurance, as they have cautiously begun
insuring it due to its complexities. The study recommended several
proposals to combat cyber risk, including the development of national
cybersecurity strategies, strengthening the infrastructure of information
and communication systems, and raising awareness among individuals
and companies about the importance of cybersecurity and the necessity
of using technology safely and effectively.
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