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ABSTRACT 

Data has become highly valuable in the era of digitalisation and is the 
main target of cybercriminals. Cybercriminals steal data by exploiting 
system vulnerabilities. The rise of catastrophic data breach incidents 
affects business operations, reputation and legal standing, leading to 
business disruptions, financial loss and reputation damage. These 
incidents have raised data security concerns. The frequent incident is 
partly due to insufficient security measures in place. This article 
employs doctrinal research focusing on legal principles based on 
legislation to analyse Mala\Via¶V legal fUameZRUk fRU SURWecWiQg 
personal data in Malaysia and a comparison with other jurisdictions, 
i.e. the European Union General Data Protection Regulation (GDPR), 
the Singapore Personal Data Protection Act 2012 and the China 
Personal Information Protection Law (PIPL). The findings show that 
Mala\Via¶V daWa SURWecWiRQ laZV fall VhRUW Rf Whe iQWeUQaWiRQal QRUm iQ 
some areas. This article suggests that Malaysian policymakers may 
amend the Personal Data Protection Act 2010 to align with 
international data protection standards to strengthen data security 
measures in preventive, detective and responsive data breaches. 
Consequently, this article provides an analysis of data protection laws 
in Malaysia and compares them with other advanced jurisdictions. It 
offers valuable insights into the challenges and opportunities involved 
in safeguarding personal data, the legal framework, and organisational 
strategies related to data privacy and security. 
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IQWURdXcWLRQ 

IQ Whe eUa Rf digiWaliVaWiRQ, RQe¶V daWa caQ be WUaced aQd UeWUieYed abXQdaQWl\ fURm diVSaUaWe VRXUceV, 
iQclXdiQg deYiceV aQd aSSlicaWiRQV, aQd Whe liVW gReV RQ. The daWa iQgeVWiRQ RccXUV cRQWiQXRXVl\ aQd 
UaSidl\. WheQ UaZ daWa iV cRmbiQed ZiWh Whe UeVW Rf Whe aYailable daWa iQ Whe daWabaVe, iW UeYealV iWV YalXe 
(AgUaZal eW al., 2012). ThiV YalXable daWa caQ UeflecW a SeUVRQ¶V VSeQdiQg behaYiRXU aQd VRcial media 
SaWWeUQV, aQd WhiV d\Qamic allRZV Whe daWa SURfiliQg WR chaQge TXickl\ (BeebeejaXQ, 2019). DaWa haV 
becRme RQe Rf Whe mRVW YalXable cRmmRdiWieV, cRmmaQdiQg immeQVe SRZeU aQd iQflXeQce fRU bXViQeVVeV 
(The EcRQRmiVW, 2017). 

TheVe YalXable daWa haYe becRme Whe maiQ WaUgeW Rf c\beUcUimiQalV, aQd Whe\ VWeal daWa b\ e[SlRiWiQg Whe 
V\VWem¶V YXlQeUabiliW\ iQ Whe V\VWem RU QeWZRUk (AgUaZal eW al., 2012). The YXlQeUabiliWieV caQ aUiVe fURm 
a lack Rf VecXUiW\ XSgUadeV, Zeak SaVVZRUdV, la[ acceVV cRQWURlV, ShiVhiQg aWWemSWV, VRcial eQgiQeeUiQg 
WechQiTXeV, RU XQaXWhRUiVed acceVV. OUgaQiVed c\beUcUimiQalV haYe becRme mRUe YigRURXV, VRShiVWicaWed, 
aQd challeQgiQg, makiQg daWa bUeacheV haUdeU WR SUeYeQW (OlejaU], 2015). DaWa bUeacheV aUe RQe Rf Whe 
mRVW VigQificaQW daWa VecXUiW\ iVVXeV. DaWa bUeach haSSeQV ZheQ RQe¶V daWa caQ be VeeQ b\ SeRSle ZhR 
VhRXld QRW be able WR Vee iW. A daWa bUeach meaQV a bUeach Rf VecXUiW\ leadiQg WR Whe accideQWal RU XQlaZfXl 
deVWUXcWiRQ, lRVV, alWeUaWiRQ, RU XQaXWhRUiVed diVclRVXUe Rf, RU acceVV WR, SeUVRQal daWa (IQfRUmaWiRQ 
CRmmiVViRQeU¶V Office, Q.d.). IW caQ be cRQVideUed a VecXUiW\ iQcideQW WhaW cRmSURmiVeV Whe 
cRQfideQWialiW\, iQWegUiW\, RU acceVVibiliW\ Rf SeUVRQal daWa. BaVed RQ Whe UeSRUWed caVeV, VWRleQ daWa Zill be 
XVed fRU illiciW SXUSRVeV VXch aV UaQVRm, VelliQg iW RQ Whe daUk Zeb, ideQWiW\ WhefW, RU RWheU fUaXdXleQW 
acWiYiWieV (R. LRheVZaU, 2022).  

The imSlicaWiRQV Rf daWa bUeacheV RQ daWa VXbjecWV mighW RfWeQ be iQWaQgible, bXW Whe\ aUe VWill Ueal. IW 
iQclXdeV Whe UiVk Rf fXWXUe iQjXUieV, VXch aV WUaXmaWiVed daWa bUeach UiVk (SRlRYe & CiWURQ, 2018).). DaWa 
bUeacheV alVR caXVe daWa XVeUV WR VXffeU RSeUaWiRQal diVUXSWiRQV WR WheiU bXViQeVVeV, VeYeUe UeSXWaWiRQal 
damage, fiQaQcial lRVV, aQd lRVV Rf cXVWRmeUV aQd iQYeVWRUV¶ WUXVW aQd cRQfideQce iQ Whe lRQg UXQ 
(SchmiWWmaQQ & TeQg, 2020). FXUWheU, WheUe iV Whe SRVVibiliW\ WhaW Whe daWa XVeUV mighW face hefW\ fiQeV 
imSRVed b\ Whe aXWhRUiWieV.  

Mala\Via haV beeQ e[SeUieQciQg fUeTXeQW maVViYe daWa bUeacheV iQYRlYiQg fiQaQcial iQVWiWXWiRQV, 
WelecRmmXQicaWiRQV, mXlWimedia aQd bURadcaVW cRmSaQieV, iQWeUQeW SURYideUV, gRYeUQmeQW ageQcieV, aQd 
mRUe, e[SRViQg Whe daWa Rf milliRQV Rf SeRSle (R. LRheVZaU, 2022). IQ AXgXVW 2022, Whe Mala\ViaQ 
PeUVRQal DaWa PURWecWiRQ CRmmiVViRQeU UeYealed WhaW URXghl\ 3,699 UeSRUWed iQVWaQceV Rf SeUVRQal daWa 
bUeacheV iQ Mala\Via haYe RccXUUed ViQce 2017 (KaXU, 2022). The SXUfVhaUk (a NeWheUlaQdV c\beUVecXUiW\ 
cRmSaQ\) VXUYe\ VhRZV Mala\Via VXffeUed 44.2 milliRQ accRXQW bUeacheV fURm 2004 WR 2022 (ShiYaQi 
SXSUamaQi, 2023). The QXmbeU Rf cRmSURmiVed accRXQWV e[ceeded Whe QXmbeU Rf Whe Mala\ViaQ 
SRSXlaWiRQ, aURXQd 32.7 milliRQ iQ 2022 (MiQiVWU\ Rf EcRQRm\ DeSaUWmeQW Rf SWaWiVWicV Mala\Via, 2022). 
AccRUdiQg WR SXUfVhaUk¶V laWeVW VWXd\, aSSUR[imaWel\ 660,000 Mala\ViaQ accRXQWV ZeUe cRmSURmiVed iQ 
daWa bUeacheV, SlaciQg Mala\Via aV Whe 11Wh mRVW bUeached cRXQWU\ beWZeeQ ASUil aQd JXQe 2022 (Fam, 
2022). C\beUVecXUiW\ UiVkV aUe Whe SUimaU\ cRQceUQ Rf UegXlaWRUV, iQclXdiQg BaQk NegaUa Mala\Via 
(SchmiWWmaQQ & TeQg, 2020). 

DaWa bUeacheV Veem iQeYiWable aQd mighW haSSeQ iQ jXVW a maWWeU Rf Wime. AccRUdiQg WR a 2022 PZC VXUYe\, 
c\beUcUime SRVeV Whe biggeVW WhUeaW WR all RUgaQiVaWiRQV, fRllRZed b\ cXVWRmeU fUaXd aQd aVVeW 
miVaSSURSUiaWiRQ (PZC¶V GlRbal EcRQRmic CUime aQd FUaXd SXUYe\ 2022, 2022). MRVW RUgaQiVaWiRQV aUe 
VWill QRW Zell SUeSaUed RU dR QRW XQdeUVWaQd Whe UiVkV Whe\ aUe faciQg. AccRUdiQg WR Whe GlRbal EcRQRmic 
CUime SXUYe\ 2016, RQl\ 37% Rf RUgaQiVaWiRQV haYe a c\beU iQcideQW UeVSRQVe SlaQ (PZC, 2016). 
OUgaQiVaWiRQV mXVW fiQd QeZ Za\V WR haQdle aQd SURWecW WheiU YalXable daWa (GaidaUVki & KXWiQcheY, 
2019).  

The Mala\Via PeUVRQal DaWa PURWecWiRQ AcW 2010 (PDPA 2010) caQ be XVed aV a beQchmaUk WR aVVeVV Whe 
cRXQWU\¶V adeTXac\ Rf daWa SURWecWiRQ laZ. HRZeYeU, VchRlaUV highlighWed WhaW Whe PDPA 2010 haV VeYeUal 
VhRUWcRmiQgV (Alibeigi & MXQiU, 2020; IVlam eW al., 2021). DaWa bUeacheV iQ Mala\Via aUe UiViQg, VhRZiQg 
WhaW cXUUeQW laZV aUe iQadeTXaWe. Mala\Via RUgaQiVaWiRQV Qeed URbXVW VWUaWegic SlaQV fRU SUeYeQWiQg aQd 
maQagiQg daWa bUeacheV b\ eVWabliVhiQg aSSURSUiaWe iQcideQW UeVSRQVeV aQd cRmSl\iQg ZiWh cXUUeQW 
VWaQdaUdV aQd UegXlaWiRQV. LeaUQiQg fURm Whe beVW SUacWiceV like Whe EU GDPR, Whe SiQgaSRUe PDPA 2012, 
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aQd Whe ChiQa PIPL ZRXld be a gRRd VRlXWiRQ WR VWUeQgWheQ Whe adeTXac\ aQd fXQcWiRQV Rf Whe Mala\Via 
PDPA 2010. 

BacNJURXQd RI daWa SULYac\ OaZV  

DiffeUeQW jXUiVdicWiRQV haYe diffeUeQW aSSURacheV WR SURWecWiQg SeUVRQal daWa. IW iV cUXcial WR diVcXVV Whe 
backgURXQd Rf Whe Mala\Via PDPA 2010, Whe EU GDPR, Whe SiQgaSRUe PDPA 2012 aQd Whe ChiQa PIPL 
befRUe diVcXVViQg hRZ Mala\Via caQ leaUQ beVW SUacWiceV fURm adYaQced jXUiVdicWiRQV. 

The MaOa\Via PeUVRQaO DaWa PURWecWiRQ AcW 2010 (PDPA 2010) 

Mala\Via iV Whe fiUVW ASEAN cRXQWU\ WR dUafW a daWa SURWecWiRQ Uegime aQd SaYe Whe Za\ fRU RWheU ASEAN 
aQd AViaQ QaWiRQV (Alibeigi & MXQiU, 2020). The PDPA 2010 iV Whe SUimaU\ UegXlaWiRQ RQ Whe SURceVViQg 
Rf SeUVRQal daWa, Zhich came iQWR fRUce RQ 15 NRYembeU 2013. The maiQ RbjecWiYe Rf Whe PDPA 2010 iV 
WR SURWecW iQdiYidXalV¶ daWa iQ cRmmeUcial WUaQVacWiRQV (VecWiRQ 2). The gRYeUQmeQW aQd cUediW UeSRUWiQg 
ageQcieV aUe e[emSWed fURm Whe aSSlicaWiRQ Rf WhiV AcW. ThiV AcW cRQViVWV Rf VeYeQ maiQ SUiQciSleV, i.e. 
geQeUal SUiQciSle (VecWiRQ 6), QRWice aQd chRice SUiQciSle (VecWiRQ 7), diVclRVXUe SUiQciSle (VecWiRQ 8), 
VecXUiW\ SUiQciSle (VecWiRQ 9), UeWeQWiRQ SUiQciSle (VecWiRQ 10), daWa iQWegUiW\ SUiQciSle (VecWiRQ 11), aQd 
acceVV SUiQciSle (VecWiRQ 12). IQ aQal\ViQg Whe daWa VecXUiW\ SUiQciSle XQdeU WhiV AcW, iW VhRXld be Uead 
WRgeWheU ZiWh VWaQdaUdV 4 aQd 5 Rf Whe PeUVRQal DaWa PURWecWiRQ SWaQdaUdV 2015. FailXUe WR cRmSl\ ZiWh 7 
daWa SUiQciSleV RU bUeach Rf Whe cURVV-bRUdeU daWa UeVWUicWiRQ iV SXQiVhable b\ a fiQe Rf XS WR RM 300,000 
RU imSUiVRQmeQW fRU XS WR WZR \eaUV RU bRWh (VecWiRQ 5(2)). 

 
The EXURSeaQ UQiRQ GeQeUaO DaWa PURWecWiRQ RegXOaWiRQ  

The EU SaUliameQW SaVVed Whe GeQeUal DaWa PURWecWiRQ RegXlaWiRQ RQ 14 ASUil 2016. IW came iQWR fRUce 
RQ 25 Ma\ 2018, UeSlaciQg Whe 1995 EU DaWa PURWecWiRQ DiUecWiYe 95/46/EC (ReciWal 171). The EXURSeaQ 
UQiRQ¶V GDPR aimV WR haUmRQiVe daWa SUiYac\ acURVV EXURSe. The GDPR iV iQ Whe fRUm Rf a UegXlaWiRQ 
UaWheU WhaQ a diUecWiYe. The SWaQdaUd GDPR imSRVed iQ Whe EU haV becRme a QeZ beQchmaUk fRU RWheU 
cRXQWUieV WR fRllRZ. The GDPR imSRVeV VWUicW QeZ UXleV RQ cRQWURlliQg aQd SURceVViQg daWa, iQclXdiQg 
iQWURdXciQg Whe maQdaWRU\ aSSRiQWmeQW Rf a daWa SURWecWiRQ RfficeU (AUWicle 37), a maQdaWRU\ daWa bUeach 
QRWificaWiRQ (AUWicle 33), aQd Whe e[WUaWeUUiWRUial VcRSe Rf Whe aSSlicaWiRQ (AUWicle 3). The UegXlaWiRQ haV a 
biQdiQg effecW RQ all eQWiWieV hRldiQg aQd SURceVViQg EU UeVideQWV¶ daWa UegaUdleVV Rf geRgUaShic lRcaWiRQ 
(AUWicle 3). The GDPR imSRVeV a SeUceQWage UeYeQXe-baVed fiQe. The SeQalWieV fRU leVVeU RffeQceV aUe ¼10 
milliRQ RU 2% Rf aQQXal glRbal WXUQRYeU. MRUeRYeU, Whe ma[imXm iV XS WR ¼20 milliRQ RU 4% Rf aQQXal 
ZRUldZide WXUQRYeU, ZhicheYeU iV higheU (AUWicle 83). 

 
The SiQgaSRUe PeUVRQaO DaWa PURWecWiRQ AcW 2012 (PDPA 2012) 

The PeUVRQal DaWa PURWecWiRQ AcW 2012 iV SiQgaSRUe¶V VWaQdaUd fRU SURWecWiQg SeUVRQal daWa. The PDPA 
ZaV SaVVed b\ Whe PaUliameQW Rf SiQgaSRUe RQ 15 OcWRbeU 2012 aQd imSlemeQWed iQ WhUee ShaVeV. The 
PDPA 2012 came iQWR fRUce RQ 2 JaQXaU\ 2013. The PDPA 2012 gRYeUQV Whe cRllecWiRQ, XVe, diVclRVXUe 
aQd caUe Rf SeUVRQal daWa b\ RUgaQiVaWiRQV iQ SiQgaSRUe (SecWiRQ 4). IW dReV QRW maWWeU ZheWheU Whe 
RUgaQiVaWiRQ cRllecWV, SURceVV aQd diVclRVe daWa fRU cRmmeUcial RU QRQ-cRmmeUcial SXUSRVeV. The WeUm 
³RUgaQiVaWiRQ´ iQclXdeV aQ\ iQdiYidXal, cRmSaQ\, aVVRciaWiRQ RU bRd\ Rf SeUVRQV, cRUSRUaWe RU 
XQiQcRUSRUaWed, ZheWheU RU QRW fRUmed RU UecRgQiVed XQdeU Whe laZ Rf SiQgaSRUe RU UeVideQW, RU haYiQg aQ 
Rffice RU a Slace Rf bXViQeVV iQ SiQgaSRUe (SecWiRQ 2). The AcW alVR SURWecWV Whe SeUVRQal daWa Rf iQdiYidXalV 
ZhR haYe beeQ dead fRU WeQ \eaUV RU feZeU (VecWiRQ 4(4)(b)).  

The PeUVRQal DaWa PURWecWiRQ AcW 2020 (AmeQdmeQW AcW) (NR. 40 Rf 2020) came iQWR fRUce RQ 1 FebUXaU\ 
2021. ThiV AmeQdmeQW AcW VeekV WR ameQd Whe PDPA 2012 WR iQWURdXce a maQdaWRU\ UeTXiUemeQW fRU daWa 
bUeach QRWificaWiRQ (PaUW 6A), Whe e[SaQViRQ Rf Whe VcRSe Rf deemed cRQVeQW (VecWiRQV 15 aQd 15A), Whe 
iQclXViRQ Rf addiWiRQal e[ceSWiRQV WR e[SUeVV cRQVeQW, aQd SeUVRQal liabiliW\ fRU egUegiRXV miVhaQdliQg Rf 
SeUVRQal daWa. The ameQdmeQW iQclXdeV aQ iQcUeaVe iQ Whe ma[imXm fiQaQcial SeQalW\ fRU bUeacheV Rf Whe 
PDPA. The RUgaQiVaWiRQV caQ be fiQed XS WR 10% Rf WheiU aQQXal WXUQRYeU iQ SiQgaSRUe e[ceedV SGD 10 
milliRQ, ZhicheYeU iV higheU (VecWiRQ 48J). 
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The ChiQa PeUVRQaO IQfRUPaWiRQ PURWecWiRQ LaZ (PIPL.)  

The PeUVRQal IQfRUmaWiRQ PURWecWiRQ LaZ (PIPL) la\V dRZQ Whe fXQdameQWal fUameZRUk fRU SeUVRQal 
iQfRUmaWiRQ SURWecWiRQ iQ Whe PeRSle¶V ReSXblic Rf ChiQa (PRC). The PIPL ZaV adRSWed aW Whe 30Wh 
meeWiQg Rf Whe SWaQdiQg CRmmiWWee Rf Whe 13Wh NaWiRQal PeRSle¶V CRQgUeVV RQ 20 AXgXVW 2021 aQd came 
iQWR effecW RQ 1 NRYembeU 2021. The Rfficial We[W iV RQl\ aYailable iQ ChiQeVe. ThiV UegXlaWiRQ gRYeUQV 
hRZ eQWiWieV RU iQdiYidXalV cRllecW, VWRUe, XVe aQd WUaQVfeU SeUVRQal iQfRUmaWiRQ aQd addUeVVeV daWa leakage 
SURblemV. AQ\ RUgaQiVaWiRQ RU iQdiYidXal deWeUmiQiQg Whe SXUSRVeV aQd meaQV Rf SURceVViQg SeUVRQal 
iQfRUmaWiRQ iV a PeUVRQal IQfRUmaWiRQ PURceVVRU RU HaQdleU (PI haQdleU). The PIPL haV aQ e[WUaWeUUiWRUial 
effecW ZheUe Whe UegXlaWiRQ alVR aSSlieV WR WhRVe ZhR SURceVV daWa ChiQeVe ciWi]eQV¶ PeUVRQal IdeQWifiable 
IQfRUmaWiRQ (PII) RXWVide Rf ChiQa (AUWicle 3). The PIPL imSRVed mRUe VWUiQgeQW UeTXiUemeQWV RQ daWa 
WUaQVfeU aQd lRcaliVaWiRQ (ChaSWeU III), PeUVRQal IQfRUmaWiRQ PURceVVRUV¶ RbligaWiRQV (ChaSWeU V), 
SURYidiQg iQdiYidXal UighWV iQ SeUVRQal iQfRUmaWiRQ SURceVViQg acWiYiWieV (ChaSWeU IV), aQd iQcUeaVed 
SeQalWieV aQd fiQeV RQ RUgaQiVaWiRQV XSRQ YiRlaWiRQ aUe aQWiciSaWed (AUWicle 66).  

ChiQa imSRVed VWUiQgeQW fiQeV aQd SeQalWieV RQ eQWiWieV RU iQdiYidXalV fRU YiRlaWiQg Whe PIPL. IQ a miQRU 
YiRlaWiRQ, Whe SeUVRQal iQfRUmaWiRQ SURWecWiRQ aXWhRUiWieV ma\ iVVXe aQ RUdeU fRU UecWificaWiRQ, iVVXe 
ZaUQiQgV aQd cRQfiVcaWe illegal gaiQV. If Whe\ UefXVe WR UecWif\, Whe\ ma\ be VXbjecW WR a fiQe Rf QRW mRUe 
WhaQ RMB 1 milliRQ, aQd Whe UeVSRQVible SeUVRQ iQ chaUge ma\ be VXbjecW WR fiQeV beWZeeQ RMB 10,000 
aQd 100,000. The RffeQdiQg eQWiW\¶V bXViQeVV RU UelaWed bXViQeVV acWiYiWieV ma\ be VXVSeQded SeQdiQg 
UecWificaWiRQ Rf Whe alleged YiRlaWiRQV, aQd Whe eQWiW\ ma\ be UeTXiUed WR UeSRUW WR Whe UeleYaQW aXWhRUiWieV 
UegaUdiQg VXch VXVSeQViRQ. IQ Whe eYeQW Rf gUaYe YiRlaWiRQV Rf Whe PIPL, if Whe\ UefXVe WR UecWif\, RffeQded 
eQWiWieV ma\ be fiQed XS WR RMB 50 milliRQ, RU 5% Rf aQQXal UeYeQXe. The SeUVRQ iQ chaUge aQd RWheU 
SeUVRQQel ZhR beaU diUecW UeVSRQVibiliW\ Zill be liable WR a fiQe beWZeeQ RMB 100,000 aQd RMB 1 milliRQ 
aQd ma\ be SURhibiWed fURm hRldiQg ceUWaiQ SRViWiRQV, iQclXdiQg diUecWRU, VXSeUYiVRU, high-leYel maQageU 
RU SeUVRQal iQfRUmaWiRQ SURWecWiRQ RfficeUV, fRU a ceUWaiQ SeUiRd. The SeUVRQal iQfRUmaWiRQ SURWecWiRQ 
aXWhRUiWieV ma\ alVR iVVXe aQ RUdeU WR VXVSeQd Whe bXViQeVV RU RSeUaWiRQ fRU UecWificaWiRQ aQd QRWif\ 
aXWhRUiWieV iQ chaUge Rf caQcellaWiRQ Rf bXViQeVV SeUmiWV RU liceQVeV (AUWicle 66). The YiRlaWiRQ Zill be 
UecRUded aQd SXbliVhed SXblicl\ (AUWicle 67). 
 
MHWKRdRORJ\ 

ThiV aUWicle emSlR\V dRcWUiQal legal UeVeaUch fRcXViQg RQ legal SUiQciSleV baVed RQ legiVlaWiRQ WR aQal\Ve 
Mala\Via¶V legal fUameZRUk fRU SURWecWiQg SeUVRQal daWa iQ Mala\Via, iQclXdiQg e[iW VWUaWeg\ fRU daWa 
bUeacheV. DaWa fRU WhiV aUWicle ZeUe e[WUacWed fURm VeYeUal liWeUaWXUe UeYieZV Rf SUimaU\ maWeUialV, maiQl\ 
fURm VWaWXWeV, gXideliQeV, admiQiVWUaWiYe UXleV, aQd UegXlaWiRQV. SecRQdaU\ maWeUialV aV a VXSSlemeQW WR 
Whe SUimaU\ UefeUeQceV ZeUe alVR UefeUUed WR, VXch aV aUWicleV iQ eVWabliVhed jRXUQalV, We[WbRRkV, 
QeZVSaSeUV, aQd RQliQe VRXUceV. ThiV aUWicle iV a cRmSaUaWiYe VWXd\ WhaW aimV WR leaUQ Whe beVW SUacWiceV 
fURm RWheU adYaQced jXUiVdicWiRQV, i.e. Whe EXURSeaQ UQiRQ GeQeUal DaWa PURWecWiRQ RegXlaWiRQ, Whe 
SiQgaSRUe PeUVRQal DaWa PURWecWiRQ AcW 2012 aQd Whe ChiQa PIPL. 

DaWa SHcXULW\ 

WheQ a WhiQg¶V YalXe iV feaUed WR be WhUeaWeQed RU aWWacked, WheUe iV a Qeed fRU VecXUiW\ aQd WR SXW 
SUeYeQWiYe meaVXUeV WR a UelaWed UiVk (SRQQ\ ZXlhXda, 2010). TheUe iV a Qeed fRU daWa VecXUiW\ WR SURWecW 
Whe YalXable daWa. DaWa VecXUiW\ iV Whe SUacWice RU SURceVV Rf SURWecWiQg daWa aQd maiQWaiQiQg iWV 
cRQfideQWialiW\, iQWegUiW\, aQd aYailabiliW\ fURm XQaXWhRUiVed acceVV, lRVV RU WhefW WhURXghRXW iWV eQWiUe 
lifec\cle (DaWa SecXUiW\ _ NCCRE, Q.d.). The daWa VecXUiW\ SUiQciSle iV RQe Rf Whe VeYeQ maiQ SUiQciSleV 
XQdeU Whe PDPA. TR effecWiYel\ SUeYeQW daWa bUeacheV, VecWiRQ 9 Rf Whe PDPA UeTXiUeV daWa XVeUV WR SURWecW 
daWa b\ WakiQg ³SUDFWLFDO VWHSV WR SURWHFW WKH SHUVRQDO GDWD IURP DQ\ ORVV, PLVXVH, PRGLILFDWLRQ, 
XQDXWKRULVHG RU DFFLGHQWDO DFFHVV RU GLVFORVXUH´. The ZRUdiQg ³WakiQg SUacWical VWeSV´ bURadl\ defiQeV 
meaVXUeV WR SURWecW Whe daWa. DaWa XVeUV haYe Whe libeUW\, fle[ibiliW\ aQd VXiWabiliW\ Rf meaVXUeV WR SXW iQ 
Slace WR WighWeQ WheiU daWa VecXUiW\ feaWXUeV, acceVV, VWRUage aQd UecRYeU\. SecWiRQ 9 Rf Whe PDPA iV almRVW 
VimilaU WR AUWicle 9 Rf Whe ChiQa PIPL, ZheUe Whe PI haQdleU iV UeVSRQVible fRU WakiQg QeceVVaU\ meaVXUeV 
WR eQVXUe Whe VecXUiW\ Rf Whe SeUVRQal iQfRUmaWiRQ Whe\ SURceVV. AdRSWiQg AUWicle 25(1) Rf Whe GDPR, Whe 
DaWa PURWecWiRQ b\ DeVigQ aSSURach ZRXld be mRVW helSfXl b\ iQcRUSRUaWiQg daWa SUiYac\ feaWXUeV iQWR 
Whe deVigQ, V\VWemV, aQd SURceVVeV. IW iV cUXcial WR iQcRUSRUaWe aSSURSUiaWe WechQical aQd RUgaQiVaWiRQal 
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meaVXUeV Zhile deVigQiQg SURceVViQg V\VWemV, eQVXUiQg daWa VecXUiW\ WhURXgh WechQRlRg\ afWeU 
cRQVideUiQg all SURceVViQg facWRUV. SXch SURWecWiYe meaVXUeV ma\ iQYRlYe VeQViWiYe daWa eQcU\SWiRQ, 
SVeXdRQ\miVaWiRQ, aQd daWa miQimiVaWiRQ WR eQVXUe VecXUiW\ aSSURSUiaWe WR Whe UiVk. BaVed RQ ReciWal 83 
Rf Whe GDPR, eQcU\SWiRQ iV Whe beVW Za\ WR VafegXaUd daWa dXUiQg WUaQVfeU aQd RQe Za\ WR VecXUe VWRUed 
SeUVRQal daWa, Zhich caQ acW aV miWigaWiQg UiVkV aQd caQ be a facWRU iQ miWigaWiQg SRWeQWial fiQeV. SecXUiW\ 
meaVXUeV mXVW be WeVWed, aVVeVVed aQd eYalXaWed UegXlaUl\ WR eQVXUe effecWiYeQeVV (AUWicle 32(1)(d) Rf Whe 
GDPR). FXUWheUmRUe, imSlemeQWiQg DaWa PURWecWiRQ b\ DeVigQ QeceVViWaWeV Whe aSSRiQWmeQW Rf a DaWa 
PURWecWiRQ OfficeU (DPO) aQd cRQdXcWiQg a cRmSUeheQViYe daWa SURWecWiRQ imSacW aVVeVVmeQW (DPIA). 

DaWa PURWHcWLRQ IPSacW AVVHVVPHQW (DPIA)  

The PDPA VhRXld iQcRUSRUaWe a daWa SURWecWiRQ imSacW aVVeVVmeQW (DPIA) VimilaU WR AUWicle 35 Rf Whe 
GDPR WR meeW RbligaWiRQV XQdeU Whe PDPA befRUe deYelRSiQg aQd imSlemeQWiQg SRlicieV aQd SUacWiceV 
QeceVVaU\ WR eQVXUe fXll cRmSliaQce. DPIA iV QeceVVaU\ ZheQ Whe SURceVViQg iV likel\ WR UeVXlW iQ a high 
UiVk WR Whe UighWV aQd fUeedRmV Rf daWa VXbjecWV. DPIA iV aQ eYalXaWiRQ WR aVceUWaiQ Whe emeUgiQg UiVkV iQ 
SURceVViQg daWa aQd miWigaWe Whe UiVkV. DPIA VhRXld be e[ecXWed fURm Whe eaUlieVW WR SXW aSSURSUiaWe 
VafegXaUdV WR SURWecW SeUVRQal daWa, i.e., befRUe decidiQg ZhaW SRlicieV aQd SUacWiceV Whe\ ZaQW WR 
imSlemeQW (SiQgaSRUe GXide WR DaWa PURWecWiRQ ImSacW AVVeVVmeQWV, 2021). DPIA VhRXld fRcXV RQ Whe 
V\VWemaWic deVcUiSWiRQ Rf Whe SURceVViQg RSeUaWiRQV, SURceVViQg SXUSRVeV, Whe SURceVViQg RSeUaWiRQ¶V 
QeceVViW\ aQd SURSRUWiRQaliW\, aQd meaVXUeV eQYiVaged WR addUeVV Whe UiVkV. BefRUe cRQdXcWiQg a DPIA, 
Whe\ mXVW cRQVXlW Whe DaWa PURWecWiRQ OfficeUV fiUVW. The ChiQa PIPL alVR iQWURdXced a maQdaWRU\ PeUVRQal 
IQfRUmaWiRQ PURWecWiRQ ImSacW AVVeVVmeQW (PIPIA), eTXiYaleQW WR DPIA. PIPIA mXVW be cRQdXcWed befRUe 
SURceVViQg VeQViWiYe SeUVRQal iQfRUmaWiRQ, haQdliQg diVclRVXUeV aQd WUaQVfeUV Rf SeUVRQal daWa, RU 
SURceVViQg WhaW imSacWV aQ iQdiYidXal¶V UighWV RU iQWeUeVWV (AUWicle 55 Rf Whe PIPL). The PIPIA mXVW VSecif\ 
Whe SXUSRVe aQd meWhRdV Rf SURceVViQg, Whe imSacW Rf SURceVViQg RQ iQdiYidXalV¶ UighWV aQd iQWeUeVWV, Whe 
leYel Rf UiVk iQYRlYed aQd Whe SURWecWiYe meaVXUeV WakeQ. PIA UeSRUWV aQd SURceVViQg UecRUdV mXVW be 
UeWaiQed fRU aW leaVW WhUee \eaUV. (AUWicle 56 Rf Whe PIPL). 

Mala\Via caQ adRSW WhiV SUacWice iQWR Whe PDPA 2010. While aZaiWiQg Whe PDPA 2010 ameQdmeQW, WR 
eQVXUe a VmRRWh WUaQViWiRQ Rf WhiV SUacWice, Mala\Via PDPD caQ eQcRXUage daWa XVeUV WR adRSW DPIA aV 
SaUW Rf WakiQg SUacWical VWeSV WR SURWecW SeUVRQal daWa b\ iVVXiQg a gXide RQ DPIA VimilaU WR SiQgaSRUe. IQ 
2021, Whe SiQgaSRUe PeUVRQal DaWa PURWecWiRQ CRmmiVViRQ (PDPC) iVVXed a µGXLGH WR DDWD PURWHFWLRQ 
IPSDFW AVVHVVPHQWV¶ WR eQcRXUage RUgaQiVaWiRQV WR adRSW DPIA aV SaUW Rf aQ RUgaQiVaWiRQ¶V µDaWa 
PURWecWiRQ MaQagemeQW PURgUamme¶ aQd demRQVWUaWe accRXQWabiliW\ (GXide WR DaWa PURWecWiRQ ImSacW 
AVVeVVmeQWV, 2021). DaWa XVeUV caQ XVe Whe GXide aQd cRQVideU Whe mRVW aSSURSUiaWe VWeSV fRU cRQdXcWiQg 
DPIA. EYeQ WhRXgh cRQdXcWiQg a DPIA iV QRW aQ RbligaWiRQ XQdeU Whe PDPA, failXUe WR cRQdXcW a DPIA 
dReV QRW cRQVWiWXWe a bUeach XQdeU Whe PDPA 2010, aQd iW VWill caQ be cRQVideUed a failXUe WR Wake SUacWical 
VWeSV WR SURWecW SeUVRQal daWa. SXggeVWed SURYiViRQV RQ daWa SURWecWiRQ imSacW aVVeVVmeQW XQdeU Whe PDPA 
2010, Zhich ZaV iQVSiUed b\ AUWicle 35 Rf Whe GDPR, aUe aV fRllRZV: - 

ReTXiUePeQW fRU DaWa PURWecWiRQ IPSacW AVVeVVPeQW  
 
(1) DaWa XVeUV aQd daWa SURceVVRUV Vhall cRQdXcW daWa SURWecWiRQ imSacW aVVeVVmeQWV aV a SaUW Rf WakiQg 

SUacWical VWeSV WR SURWecW daWa befRUe SURceVViQg daWa iQYRlYiQg QeZ WechQRlRgieV, Zhich iV likel\ WR 
UeVXlW iQ a high UiVk.  

(2) The daWa XVeUV aQd daWa SURceVVRUV mXVW, iQ UeVSecW Rf Whe aVVeVVmeQW iQ VXbVecWiRQ (1):- 
(a) Veek adYice fURm DaWa PURWecWiRQ OfficeU SUiRU WR cRQdXcWiQg Whe aVVeVVmeQW. 
(b) ideQWif\ aQ\ UiVk Rf Whe SURSRVed cRllecWiRQ, XVe RU diVclRVXUe Rf Whe SeUVRQal daWa fRU Whe 

SXUSRVe cRQceUQed iV likel\ WR haYe RQ Whe iQdiYidXal; 
(c) Qeed WR be mRQiWRUed b\ Whe daWa SURWecWiRQ RfficeU. 

(3) IdeQWif\ aQd imSlemeQW UeaVRQable meaVXUeV WR ² 
(a) elimiQaWe Whe UiVk; 
(b) UedXce Whe likelihRRd WhaW Whe UiVk Zill RccXU; RU 
(c) miWigaWe Whe UiVk; aQd 
(d) cRmSl\ ZiWh aQ\ RWheU SUeVcUibed UeTXiUemeQWV. 

(4) The UeVXlW Rf Whe aVVeVVmeQW: -  
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(a) VhRXld be UecRUded aQd maiQWaiQed, aQd 
(b) ma\ SXbliVh WheiU imSacW aVVeVVmeQW UeVXlWV afWeU UedacWiQg VeYeUal VeQViWiYe RU WUade VecUeW 

iQfRUmaWiRQ.  
(5) The CRmmiVViRQeU ma\ iVVXe a daWa SURWecWiRQ imSacW aVVeVVmeQW gXideliQe.  

DaWa PURWecWiRQ OfficeU (DPO)  

Mala\Via PDPA 2010 mXVW make a maQdaWRU\ aSSRiQWmeQW Rf a DaWa PURWecWiRQ OfficeU (D.P.O.) ZhR haV 
SURfeVViRQal TXaliWieV aQd iV aQ e[SeUW iQ daWa SURWecWiRQ laZ aQd SUacWice aV VWaWed XQdeU AUWicle 37 Rf Whe 
GDPR aQd SecWiRQ 11(3) Rf Whe PDPA 2012. TheVe beVW SUacWiceV haYe VimilaUiWieV iQ DPO UeVSRQVibiliWieV, 
Zhich iQclXde eQVXUiQg cRmSliaQce ZiWh SeUVRQal daWa UegXlaWiRQ, fRVWeUiQg a cXlWXUe Rf daWa SURWecWiRQ 
amRQg emSlR\eeV aQd leWWiQg VWakehRldeUV kQRZ abRXW SeUVRQal daWa SURWecWiRQ UegXlaWiRQV, haQdliQg 
TXeUieV aQd cRmSlaiQWV UelaWed WR daWa, aleUWiQg maQagemeQW abRXW Whe SRWeQWial UiVk fURm Whe SUacWice, 
aQd liaiViQg ZiWh Whe aXWhRUiWieV RQ daWa SURWecWiRQ maWWeUV. D.P.O. caQ be eiWheU aQ emSlR\ee RU aQ e[WeUQal 
cRQVXlWaQW. The DPO VhRXld make WheiU Rfficial cRQWacW deWailV aYailable WR Whe affecWed daWa VXbjecWV aQd 
Whe aXWhRUiW\. The DPO Zill adYiVe Whe daWa XVeUV WR deYelRS a VWUaWeg\ WR face Whe ZRUVW-caVe VceQaUiR, 
i.e., daWa bUeacheV RU leakV aQd UeVSRQd aSSURSUiaWel\, iQclXdiQg cRRSeUaWiQg ZiWh Whe aXWhRUiW\ WR aYRid 
hefW\ fiQeV aQd SeQalWieV.  

The GDPR aQd SiQgaSRUe PDPA ma\ haYe VimilaUiWieV iQ Whe UeTXiUemeQWV fRU a DPO, bXW SiQgaSRUe haV 
made iW mRUe fRcXVed aQd VSecific. UQdeU Whe GDPR, DPO mXVW haYe SURfeVViRQal TXaliWieV, VXch aV 
e[SeUW kQRZledge Rf daWa SURWecWiRQ laZV aQd SUacWiceV. The PDPC¶V AdYiVRU\ GXideliQeV VWaWe WhaW DPOV 
mXVW be WUaiQed aQd ceUWified, haYe VXfficieQW VkillV aQd be kQRZledgeable. The PDPC haV deVigQed Whe 
DPO TUaiQiQg RRadmaS WR aVViVW Whe DPOV iQ ideQWif\iQg QeceVVaU\ cRXUVeV WR adYaQce WheiU SURficieQc\. 
The PDP cRmmiVViRQeU iV cRQVideUiQg iQclXdiQg Whe UeTXiUemeQW fRU aSSRiQWiQg a DPO aQd iVVXiQg a 
gXideliQe RQ Whe mechaQiVm Rf haYiQg a DPO. FRllRZiQg SiQgaSRUe¶V aSSURach WR deVigQiQg a DPO 
ceUWificaWiRQ URadmaS caQ be helSfXl WR eQVXUe Whe\ XQdeUVWaQd Whe legal aQd SUacWical aVSecWV Rf dealiQg 
ZiWh SeUVRQal daWa. SimilaU ceUWificaWiRQV caQ VWaQdaUdiVe Whe leYel Rf DPO SURficieQc\ iQ SRXWheaVW AVia.  

The ChiQa PIPL alVR imSRVed a maQdaWRU\ aSSRiQWmeQW Rf a DPO WR VXSeUYiVe Whe SURceVViQg Rf SeUVRQal 
iQfRUmaWiRQ aQd Whe adRSWed SURWecWiRQ meaVXUeV if Whe amRXQW Rf SeUVRQal daWa haV Ueached a VSecific 
limiW VSecified b\ Whe SWaWe c\beUVSace admiQiVWUaWiRQ (Whe limiW haV QRW beeQ VSecified \eW). IQ Whe eYeQW 
Rf a YiRlaWiRQ Rf Whe PIPL, Whe DPO Zill alVR be liable aQd face VeYeUe fiQeV aQd SeQalWieV (AUWicle 66 Rf 
Whe PIPL). 

The UeTXiUemeQW RQ DPO aSSRiQWmeQW iV RQe Rf Whe SURSRVed ameQdmeQWV WR Whe PDPA WhaW Zill be Wabled 
iQ PaUliameQW iQ 2023 (LiQ & ShaiUi, 2023). DaWa XVeUV VhRXld haYe a DPO UeVSRQVible fRU RYeUVeeiQg daWa 
SURceVViQg maWWeUV aQd da\-WR-da\ bXViQeVV RSeUaWiRQV cRmSliaQce ZiWh Whe daWa SURWecWiRQ UegXlaWiRQV. 
The UeVSRQVibiliW\ Rf a DPO iQclXdeV edXcaWiQg emSlR\eeV WR eQVXUe Whe imSRUWaQce Rf SURWecWiQg daWa 
aQd WR SUeSaUe WhemVelYeV beWWeU WR UeVSRQd WR daWa bUeacheV effecWiYel\ aQd iQ Wimel\ maQQeU. SXggeVWed 
SURYiViRQV RQ Whe URle aQd UeVSRQVibiliWieV Rf daWa SURWecWiRQ RfficeU XQdeU Whe PDPA 2010, adRSWed fURm 
AUWicle 37 Rf Whe GDPR, aUe aV fRllRZV: - 

ASSRiQWPeQW Rf DaWa PURWecWiRQ OfficeU 

(1)  A daWa XVeU RU daWa SURceVVRU Vhall deVigQaWe aW leaVW a daWa SURWecWiRQ RfficeU iQ aQ\ caVe ZheUe: 
(a) The cRUe acWiYiWieV Rf SURceVViQg cRQViVW Rf laUge-Vcale SeUVRQal daWa; RU 
(b) The cRUe acWiYiWieV Rf SURceVViQg cRQViVW Rf VeQViWiYe daWa. 

(2) The daWa SURWecWiRQ RfficeU ma\ acW WR UeSUeVeQW Whe daWa XVeU RU daWa SURceVVRU. 
(3) The daWa SURWecWiRQ RfficeU ma\ be a VWaff membeU RU delegaWe WR aQRWheU iQdiYidXal Whe 

UeVSRQVibiliW\ cRQfeUUed b\ WhaW deVigQaWiRQ. 
(4) The daWa XVeU RU daWa SURceVVRU Vhall SXbliVh Whe cRQWacW iQfRUmaWiRQ Rf Whe daWa SURWecWiRQ RfficeU 

WR Whe daWa VXbjecW aQd cRmmXQicaWe Whem WR Whe CRmmiVViRQeU. 
(5) The deVigQaWiRQ Rf daWa SURWecWiRQ RfficeU dReV QRW UelieYe Whe daWa XVeU RU daWa SURceVVRU Rf aQ\ Rf 

iWV RbligaWiRQV XQdeU WhiV AcW. 
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DaWa BUHacK NRWLILcaWLRQ 

DaWa XVeUV caQ demRQVWUaWe accRXQWabiliW\ b\ UeVSRQdiQg effecWiYel\ aQd SURmSWl\ dXUiQg Whe iQcideQW. 
HRZ iQcideQWV aUe haQdled iV eVVeQWial iQ miWigaWiQg Whe cRQVeTXeQceV. The meaVXUeV WakeQ WR UecWif\ Whe 
ViWXaWiRQ VhRXld be cRmmeQVXUaWe ZiWh Whe imSRUWaQce Rf Whe cRmSURmiVed daWa aQd Whe UiVkV iQYRlYed. 
The mRVW cUiWical UeVSRQVe dXUiQg daWa bUeacheV iV WR UeSRUW RU QRWif\ Whe aXWhRUiWieV aQd affecWed 
iQdiYidXalV. SiQgaSRUe, Whe EU aQd ChiQa haYe imSRVed maQdaWRU\ daWa bUeach QRWificaWiRQV WR Whe 
aXWhRUiWieV aQd affecWed iQdiYidXalV. DeVSiWe VimilaUiWieV iQ WhiV daWa bUeach UeVSRQVe, each jXUiVdicWiRQ haV 
diffeUeQW UeTXiUemeQWV UegaUdiQg SUe-UeTXiViWe daWa bUeach UeVSRQVe, Wime UeVSRQVe, aQd WR ZhRm Whe\ 
VhRXld QRWif\.  

A Wimel\ UeVSRQVe iV cUXcial iQ miWigaWiQg Whe imSacW Rf daWa bUeacheV. The ChiQa PIPL imSRVed maQdaWRU\ 
QRWificaWiRQ WR Whe UeleYaQW aXWhRUiWieV aQd affecWed iQdiYidXalV immediaWel\. The PI haQdleU caQ chRRVe 
QRW WR QRWif\ affecWed iQdiYidXalV if Whe\ haYe WakeQ meaVXUeV WR aYRid haUm caXVed b\ Whe bUeach (AUWicle 
57 Rf Whe PIPL). OQ Whe RWheU haQd, Whe EU GDPR aQd Whe SiQgaSRUe PDPA haYe SUeVcUibed Wime VSecific 
UegaUdiQg Whe QRWificaWiRQ. WheQ Whe daWa cRQWURlleU iV aZaUe Rf Whe daWa bUeach, Whe GDPR UeTXiUeV Whe 
daWa cRQWURlleU WR QRWif\ Whe SXSeUYiVRU\ AXWhRUiW\ ZiWhiQ 72 hRXUV. The daWa cRQWURlleU mXVW jXVWif\ Whe 
dela\ if Whe QRWificaWiRQ iV giYeQ afWeU 72 hRXUV (AUWicle 33 Rf Whe GDPR). The daWa cRQWURlleU mXVW QRWif\ 
Whe affecWed iQdiYidXal XQleVV Whe\ haYe imSlemeQWed VeYeUal meaVXUeV (AUWicle 34 Rf Whe GDPR). 
SiQgaSRUe iQWURdXced a maQdaWRU\ daWa bUeach QRWificaWiRQ UeTXiUemeQW XQdeU Whe PDPA 2012, effecWiYe 
1 FebUXaU\ 2021. The RUgaQiVaWiRQ mXVW QRWif\ daWa bUeacheV WR Whe PDP CRmmiVViRQ ZiWhiQ WhUee da\V 
(26D Rf Whe SiQgaSRUe PDPA 2012). HRZeYeU, befRUe QRWificaWiRQ iV giYeQ, RUgaQiVaWiRQV Qeed WR cRQWaiQ 
Whe bUeach aQd aVVeVV ZiWhiQ 30 da\V ZheWheU Whe daWa bUeach iV QRWifiable XQdeU Whe PDPA, i.e. ZheQ Whe 
bUeach VigQificaQWl\ haUmV affecWed iQdiYidXalV RU RQ a VigQificaQW Vcale (26D Rf Whe SiQgaSRUe PDPA 
2012) (GXide RQ MaQagiQg aQd NRWif\iQg DaWa BUeacheV UQdeU Whe PDPA, 2021). The RUgaQiVaWiRQV aUe 
VWURQgl\ eQcRXUaged WR QRWif\ aQd Veek adYice fURm Whe PDP CRmmiVViRQ befRUe iQfRUmiQg Whe affecWed 
iQdiYidXal Rf Whe bUeach (SecWiRQ 26D(2) Rf Whe SiQgaSRUe PDPA 2012).  

IQ addiWiRQ, WR faciliWaWe RUgaQiVaWiRQV iQ ideQWif\iQg, SUeSaUiQg fRU, aQd maQagiQg daWa bUeacheV, SiQgaSRUe 
PDPC iVVXed a GXide RQ MaQagiQg aQd NRWif\iQg DaWa BUeacheV iQ 2021. The GXide SURYideV a c\beU 
iQcideQW UeVSRQVe checkliVW WR helS RUgaQiVaWiRQV deYelRS WheiU iQcideQW UeVSRQVe SlaQV. The VigQificaQce 
Rf WhiV SlaQ iV WhaW RUgaQiVaWiRQV caQ UeVSRQd WR daWa bUeacheV V\VWemaWicall\ aQd SURmSWl\. The GXide 
UecRmmeQdV UeVSRQViYe meaVXUeV fRU RUgaQiVaWiRQV WR haQdle daWa bUeacheV ZiWh CARE (Whe acURQ\m fRU 
cRQWaiQ, aVVeVV, UeSRUW aQd eYalXaWe). The RUgaQiVaWiRQV Qeed WR cRQWaiQ Whe daWa bUeach fURm fXUWheU 
cRmSURmiVe, imSlemeQW miWigaWiRQ acWiRQV WR miWigaWe Whe lRVV aQd miQimiVe SRWeQWial haUm, aVVeVV Whe 
URRW caXVeV aQd eYalXaWe WheiU iQcideQW UeVSRQVeV. 

IQ RUdeU WR beWWeU SUeSaUe WhemVelYeV WR UeVSRQd WR daWa bUeacheV TXickl\ aQd effecWiYel\, RUgaQiVaWiRQV 
ma\ alVR WhiQk abRXW cUeaWiQg cRQWiQgeQc\ SlaQV fRU SRWeQWial VceQaUiRV iQYRlYiQg bUeacheV aQd Whe acWiRQV 
WR be dRQe. The daWa maQagemeQW VWUaWeg\ mXVW be VXSSRUWed b\ ke\ SeUVRQQel. The emSlR\eeV, Whe DPO 
aQd Whe daWa bUeach maQagemeQW Weam mXVW XQdeUVWaQd WheiU URleV aQd UeVSRQVibiliWieV aQd haYe a 
dRcXmeQWed chaiQ Rf cRmmaQd WR eQVXUe Whe RUgaQiVaWiRQ¶V UeVSRQVe WR daWa bUeacheV iV QRW dela\ed 
XQQeceVVaUil\. IQ addiWiRQ, WR faciliWaWe haQdliQg daWa bUeacheV aQd WheiU UecRYeU\, RUgaQiVaWiRQV ma\ alVR 
cRQVideU deYelRSiQg cUiViV maQagemeQW, cRmmXQicaWiRQV, aQd bXViQeVV cRQWiQXiW\ SlaQV (GXide RQ 
MaQagiQg aQd NRWif\iQg DaWa BUeacheV UQdeU Whe PDPA, 2021). 

The PDPA 2010 dReV QRW UeTXiUe daWa XVeUV WR QRWif\ Whe CRmmiVViRQeU aQd affecWed iQdiYidXalV iQ caVe 
Rf a bUeach WhaW ma\ UeVXlW iQ VigQificaQW haUm WR Whem. HRZeYeU, daWa XVeUV caQ YRlXQWaUil\ QRWif\ Whe 
CRmmiVViRQeU. The PDP CRmmiVViRQeU VeUiRXVl\ cRQVideUV QRWificaWiRQ daWa bUeach UeTXiUemeQWV WR 
QRWif\ Whe CRmmiVViRQeU ZiWhiQ 72 hRXUV Rf becRmiQg aZaUe Rf Whe iQcideQW (PXblic CRQVXlWaWiRQ PaSeU 
NR. 01 / 2020, 2020). HRZeYeU, Whe cRQVXlWaWiRQ SaSeU haV \eW WR be ga]eWWed aV laZ. 

The VigQificaQce Rf QRWificaWiRQ WR Whe PDP iV WhaW Whe CRmmiVViRQeU caQ VWaUW Whe iQYeVWigaWiRQ. AfWeU 
cRmSleWiQg Whe iQYeVWigaWiRQ, Whe CRmmiVViRQeU mXVW iVVXe aQ eQfRUcemeQW QRWice WR VWaWe hiV RSiQiRQ 
baVed RQ VecWiRQ 108 Rf Whe PDPA 2010. SecWiRQ 93(2) Rf Whe PDPA 2010 SURYided WhaW aQ\ aggUieYed 
SaUW\ caQ challeQge Whe deciViRQ b\ aSSealiQg aW Whe ASSeal TUibXQal, aQd Whe TUibXQal¶V deciViRQ iV fiQal. 
IQ addiWiRQ WR QRWif\iQg Whe CRmmiVViRQeU, Whe PDPA VhRXld UeTXiUe maQdaWRU\ QRWificaWiRQV WR Whe 
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affecWed iQdiYidXalV. NRWif\iQg affecWed iQdiYidXalV iV eVVeQWial aV iW emSRZeUV Whem WR Wake QeceVVaU\ 
meaVXUeV WR miQimiVe SRWeQWial lRVVeV. FRU iQVWaQce, Whe\ caQ chaQge WheiU SaVVZRUdV WR SUeYeQW fXUWheU 
XQaXWhRUiVed acceVV. IW iV cUXcial WhaW affecWed iQdiYidXalV aUe aZaUe Rf Whe bUeach aQd caQ Wake aSSURSUiaWe 
acWiRQV iQVWead Rf UemaiQiQg XQiQfRUmed. DaWa XVeUV VhRXld aVVeVV WheiU iQcideQW UeVSRQVeV aQd ideQWif\ 
QeceVVaU\ VWeSV WR SUeYeQW VimilaU iQcideQWV fURm haSSeQiQg iQ Whe fXWXUe. 

IW iV beWWeU WR SXbliVh all daWa bUeach caVeV aQd eQfRUcemeQW deciViRQV RQ Whe PDP¶V ZebViWe, VimilaU WR 
SiQgaSRUe¶V (PDPC ZebViWeV) aQd ChiQa¶V (AUWicle 67 Rf Whe PIPL). B\ dRiQg VR, Whe CRmmiVViRQeU¶V 
deciViRQV Zill RffeU YalXable iQVighWV aQd leVVRQV fRU daWa XVeUV iQ Mala\Via. The SXblicaWiRQ Zill 
eQcRXUage Whe imSlemeQWaWiRQ Rf aSSURSUiaWe meaVXUeV WR SUeYeQW VimilaU iQcideQWV fURm haSSeQiQg iQ Whe 
fXWXUe. IW alVR VeUYeV aV a UemiQdeU WR all daWa XVeUV abRXW WheiU UeVSecWiYe UighWV aQd RbligaWiRQV XQdeU Whe 
PDPA. TUaQVSaUeQc\ WhURXgh SXblicaWiRQ Zill eVWabliVh Whe cUedibiliW\ aQd efficieQc\ Rf Whe daWa SURWecWiRQ 
aXWhRUiW\. SXggeVWed SURYiViRQV RQ daWa bUeach QRWificaWiRQ XQdeU Whe PDPA 2010, adRSWed fURm PaUW 6A 
Rf Whe SiQgaSRUe PDPA 2012, aUe aV fRllRZV: - 
 
NRWificaWiRQ Rf DaWa BUeacheV 
 
a. Duty to manage a data breach 

1. (1) A data user must have in place a data breach handling and response plan in the event 
of loss, misuse, modification, unauthorised or accidental access or disclosure, 
alteration or destruction of personal data.  

(2) The SlaQ b\ a daWa XVeU XQdeU VXbVecWiRQ (1) mXVW, aW a miQimXm, iQclXde: - 
(a) eVcalaWiRQ SURcedXUeV aQd a cleaU liQe Rf UeVSRQVibiliW\ WR cRQWaiQ affecWed daWa 

aQd Wake Uemedial acWiRQV; 
(b) A UeaVRQable aQd e[SediWiRXV aVVeVVmeQW Rf ZheWheU Whe daWa bUeach iV 

QRWifiable; 
(c) NRWificaWiRQ Rf QRWifiable daWa bUeach WR Whe CRmmiVViRQeU aQd affecWed 

iQdiYidXalV; aQd, 
(d) eYalXaWiRQ Rf Whe daWa bUeach UeVSRQVe. 
 

b.  MaQdaWRU\ DaWa BUHacK NRWLILcaWLRQ 
2. (1) In the case of a personal data breach, the data user or data processor shall, as soon as 

practicable, not later than 72 hours after having become aware of it, notify the 
notifiable data breach to the Commissioner and affected individuals. Where the 
notification to the Commissioner is not made within 72 hours, it shall be accompanied 
by reasons to the Commissioner for the delay. 

(2) The QRWificaWiRQ UefeUUed WR iQ VXbVecWiRQ (1) Vhall aW leaVW: 
(a) deVcUibe Whe QaWXUe Rf Whe SeUVRQal daWa bUeach: - 

i. caWegRUieV Rf daWa; 
ii. aSSUR[imaWe QXmbeU Rf daWa VXbjecWV cRQceUQed; aQd, 
iii. aSSUR[imaWe QXmbeU Rf SeUVRQal daWa UecRUdV cRQceUQed. 

(b) cRmmXQicaWe Whe cRQWacW iQfRUmaWiRQ Rf Whe daWa SURWecWiRQ RfficeU 
(c) deVcUibe Whe likel\ cRQVeTXeQceV Rf Whe SeUVRQal daWa bUeach. 
(d) deVcUibe Whe meaVXUeV WakeQ RU SURSRVed WR be WakeQ b\ Whe daWa XVeU WR 
 addUeVV Whe SeUVRQal daWa bUeach, iQclXdiQg, ZheUe aSSURSUiaWe, meaVXUeV 
 WR miWigaWe iWV SRVVible adYeUVe effecWV. 

(3) The daWa XVeU QeedV WR UecRUd Whe daWa bUeach deWailV, Whe imSlicaWiRQV aQd Uemedial 
acWiRQ WakeQ.  

(4) The CRmmiVViRQeU Vhall iQYeVWigaWe aQd YeUif\ Whe cRmSliaQce afWeU UeceiYiQg Whe 
QRWificaWiRQ. 
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NRWifiabOe daWa bUeacheV 
 
1. A data breach is a notifiable data breach if the data breach ² 

(a) UeVXlWV iQ, RU iV likel\ WR UeVXlW iQ, VigQificaQW haUm WR aQ affecWed iQdiYidXal; RU 
(b) iV, RU iV likel\ WR be, Rf a VigQificaQW Vcale. 
(c) iQ RWheU SUeVcUibed ciUcXmVWaQceV b\ Whe CRmmiVViRQeU. 

 
AQaO\VLV RI WKH cRPSaULVRQ bHWZHHQ MaOa\VLa, WKH EU aQd SLQJaSRUH 
 
Mala\Via'V PDPA 2010 haV a QaUURZ VcRSe Rf aSSlicaWiRQ ZiWh Zide e[emSWiRQV (VecWiRQV 2 aQd 3 Rf Whe 
PDPA 2010). IW RQl\ aSSlieV WR SURceVViQg SeUVRQal daWa iQ cRmmeUcial WUaQVacWiRQV ZiWhiQ Whe cRXQWU\. 
SiQgaSRUe'V PDPA 2012 e[WeQdV iWV cRYeUage WR RUgaQiVaWiRQV SURceVViQg SeUVRQal daWa iQ SiQgaSRUe 
(SecWiRQ 4 Rf Whe PDPA 2012). IQ cRQWUaVW, Whe EU GDPR aQd ChiQa PIPL haYe e[WUaWeUUiWRUial aSSlicaWiRQV 
(AUWicle 3 Rf Whe GDPR aQd AUWicle 3 Rf Whe ChiQa PIPL). DeVSiWe WhiV VimilaUiW\, Whe EU GDPR fRcXVeV 
mRUe RQ ZheUe Whe bXViQeVV iV eVWabliVhed, Zhile Whe PIPL fRcXVeV mRUe RQ ZheUe Whe SeUVRQal iQfRUmaWiRQ 
SURceVViQg acWiYiW\ haSSeQV (ThRmaV ZhaQg, 2022).  

RegaUdiQg Whe DaWa PURWecWiRQ ImSacW AVVeVVmeQW (DPIA), Mala\Via'V PDPA 2010 dReV QRW e[SliciWl\ 
meQWiRQ DPIA. HRZeYeU, SiQgaSRUe'V PDPA 2012 eQcRXUageV DPIA WhURXgh a µGXide WR DaWa PURWecWiRQ 
ImSacW AVVeVVmeQWV¶ iVVXed b\ Whe PDPC. IQ cRQWUaVW, Whe EU GDPR maQdaWeV DPIA ZheQ Whe SURceVViQg 
iV likel\ WR UeVXlW iQ a high UiVk WR Whe UighWV aQd fUeedRmV Rf daWa VXbjecWV, eVSeciall\ iQ a V\VWemaWic aQd 
e[WeQViYe eYalXaWiRQ Rf daWa VXbjecWV XViQg aXWRmaWed SURceVViQg, iQclXdiQg SURfiliQg, SURceVViQg VSecial 
daWa RQ a laUge Vcale, RU V\VWemaWic mRQiWRUiQg Rf a SXblicl\ acceVVible aUea RQ a laUge Vcale. (AUWicle 35 
Rf Whe GDPR). The ChiQa PIPL alVR iQWURdXced a maQdaWRU\ PeUVRQal IQfRUmaWiRQ PURWecWiRQ ImSacW 
AVVeVVmeQW (PIPIA), eTXiYaleQW WR DPIA. PIPIA VhRXld be cRQdXcWed befRUe SURceVViQg VeQViWiYe SeUVRQal 
iQfRUmaWiRQ, haQdliQg diVclRVXUeV aQd WUaQVfeUV Rf SeUVRQal daWa, RU SURceVViQg WhaW imSacWV aQ iQdiYidXal¶V 
UighWV RU iQWeUeVWV (AUWicle 55 Rf Whe PIPL).  

CRQceUQiQg Whe aSSRiQWmeQW Rf a DaWa PURWecWiRQ OfficeU (D.P.O.), eYeQ WhRXgh Whe Mala\ViaQ PDPA 2010 
iV VileQW RQ Whe RbligaWiRQ fRU daWa XVeUV WR aSSRiQW a D.P.O., VeYeUal SURYiViRQV UeTXiUe daWa XVeUV WR 
aVceUWaiQ aQd SURYide cRQWacW deWailV Rf a cRQWacW SeUVRQ WR Whe daWa VXbjecWV. The cRQWacW SeUVRQ Zill deal 
ZiWh UeTXeVWV WR acceVV aQd cRUUecW SeUVRQal daWa RU if Whe daWa VXbjecWV haYe aQ\ iQTXiUieV RU cRmSlaiQWV 
UegaUdiQg WheiU daWa (SecWiRQ 7(1)(d) Rf Whe PDPA 2010 aQd RegXlaWiRQ 4 Rf Whe PeUVRQal DaWa PURWecWiRQ 
RegXlaWiRQV 2013). ThiV UeTXiUemeQW caQ be iQWeUSUeWed aV almRVW VimilaU WR haYiQg a DPO, bXW UaWheU aV 
a cRQWacW SeUVRQ. The URle aQd UeVSRQVibiliWieV Rf Whe cRQWacW SeUVRQ aUe mXch QaUURZeU WhaQ WhRVe Rf a 
D.P.O. The SiQgaSRUe PDPA 2012 aQd Whe EU GDPR maQdaWe Whe aSSRiQWmeQW Rf a D.P.O. (SecWiRQ 11(3) 
Rf Whe PDPA 2012 aQd AUWicle 37 Rf Whe GDPR). ChiQa'V PIPL alVR UeTXiUeV Whe aSSRiQWmeQW Rf a DPO fRU 
RUgaQiVaWiRQV SURceVViQg a ceUWaiQ amRXQW Rf SeUVRQal iQfRUmaWiRQ. HRZeYeU, Whe VSecific WhUeVhRld iV \eW 
WR be VSecified (AUWicle 52 Rf Whe PIPL). 

RegaUdiQg daWa bUeach QRWificaWiRQ UeTXiUemeQWV, Mala\Via'V PDPA 2010 dReV QRW UeTXiUe maQdaWRU\ 
QRWificaWiRQ WR Whe PDP CRmmiVViRQeU, bXW iW caQ be dRQe YRlXQWaUil\. The SiQgaSRUe PDPA aQd Whe EU 
GDPR haYe SUeVcUibed Wime VSecific UegaUdiQg Whe QRWificaWiRQ. SiQgaSRUe'V PDPA 2012 maQdaWeV daWa 
bUeach QRWificaWiRQ WR Whe PDPC fRU QRWifiable bUeacheV ZiWhiQ WhUee da\V afWeU Whe da\ Whe RUgaQiVaWiRQ 
makeV WhaW aVVeVVmeQW (PaUW 6A Rf Whe PDPA 2012) (AmeQdmeQW 2020). SimilaUl\, The GDPR imSRVed 
Whe daWa cRQWURlleU WR QRWif\ Whe SXSeUYiVRU\ AXWhRUiW\ ZiWhiQ 72 hRXUV. The daWa cRQWURlleU mXVW jXVWif\ 
Whe dela\ if Whe QRWificaWiRQ iV giYeQ afWeU 72 hRXUV (AUWicle 33 Rf Whe GDPR). ChiQa'V PIPL maQdaWeV a 
daWa bUeach QRWificaWiRQ WR Whe UeleYaQW aXWhRUiWieV aQd affecWed iQdiYidXalV immediaWel\. The PI haQdleU 
caQ chRRVe QRW WR QRWif\ affecWed iQdiYidXalV if Whe\ haYe WakeQ meaVXUeV WR aYRid haUm caXVed b\ Whe 
bUeach (AUWicle 57 Rf Whe PIPL) 
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LaZ / VXbMecW 
PaWWeU MaOa\Via PDPA 2010 SiQgaSRUe PDPA 2012 EU GDPR ChiQa PIPL 

ScRSe Rf Whe 
aSSOicaWiRQ 

ASSOLFDEOH  WR D SHUVRQ ZKR 
SURFHVVHV WKH GDWD RU FRQWUROV 
WKH SHUVRQDO GDWD SURFHVV IRU 
FRPPHUFLDO WUDQVDFWLRQV LQ 

MDOD\VLD (SHFWLRQ 2). 

ASSOLFDEOH WR RUJDQLVDWLRQV 
SURFHVVLQJ SHUVRQDO GDWD LQ 

SLQJDSRUH (SHFWLRQ 4). 

ASSOLFDEOH WR HQWLWLHV 
KROGLQJ DQG SURFHVVLQJ EU 
UHVLGHQWV¶ GDWD UHJDUGOHVV RI 

JHRJUDSKLF ORFDWLRQ 
(AUWLFOH 3). 

ASSOLFDEOH WR DQ\ RUJDQLVDWLRQ SURFHVVLQJ WKH 
SHUVRQDO LQIRUPDWLRQ RI CKLQHVH FLWL]HQV LQ 

CKLQD DQG RXWVLGH CKLQD (AUWLFOH 3). 

DaWa 
PURWecWiRQ 

IPSacW 
AVVeVVPeQW 

(DPIA) 

DPIA LV QRW PHQWLRQHG XQGHU 
WKH AFW. 

DPIA LV HQFRXUDJHG WKURXJK D 
JXLGH RQ DDWD PURWHFWLRQ 

IPSDFW AVVHVVPHQWV LVVXHG E\ 
WKH PDPC. 

DPIA LV PDQGDWRU\ ZKHQ 
WKH SURFHVVLQJ LV OLNHO\ WR 
UHVXOW LQ  D KLJK ULVN WR WKH 

ULJKWV DQG IUHHGRPV RI 
QDWXUDO SHUVRQV . (AUWLFOH 

35) 

DPIA LV PDQGDWRU\ (EHIRUH SURFHVVLQJ 
VHQVLWLYH SHUVRQDO LQIRUPDWLRQ, GLVFORVXUHV DQG 

WUDQVIHUV RI SHUVRQDO LQIRUPDWLRQ, RU 
SURFHVVLQJ SHUVRQDO LQIRUPDWLRQ ZLOO LPSDFW 
LQGLYLGXDOV¶ ULJKWV DQG LQWHUHVWV)(AUWLFOH 55). 

ASSRiQWPeQW 
Rf DaWa 

PURWecWiRQ 
OfficeU 
(D.P.O.) 

TKH DSSRLQWPHQW RI D D.P.O. LV 
QRW PHQWLRQHG XQGHU WKH AFW. 

TKH DSSRLQWPHQW RI D D.P.O. LV 
PDQGDWRU\ (SHFWLRQ 11(3)). 

TKH DSSRLQWPHQW RI D 
D.P.O. LV PDQGDWRU\ 

(AUWLFOH 37). 

TKH DSSRLQWPHQW RI D D.P.O. LV PDQGDWRU\ 
ZKHQ WKH PI KDQGOHU SURFHVVHV D FHUWDLQ 

DPRXQW RI SHUVRQDO LQIRUPDWLRQ(AUWLFOH 52). 

DaWa bUeach 
QRWificaWiRQ 

DDWD EUHDFK QRWLILFDWLRQ FDQ EH 
GRQH YROXQWDULO\. 

DDWD EUHDFK QRWLILFDWLRQ WR WKH 
PDPC LV PDQGDWRU\ IRU 

QRWLILDEOH GDWD EUHDFKHV ZLWKLQ 
3 GD\V 

(PDUW 6A) (APHQGPHQW 2020). 

DDWD EUHDFK QRWLILFDWLRQ WR 
WKH VXSHUYLVRU\ DXWKRULW\ LV 
PDQGDWRU\ ZLWKLQ 72 KRXUV 

(AUWLFOH 33). 

DDWD EUHDFK QRWLILFDWLRQ WR WKH UHOHYDQW 
DXWKRULWLHV LV PDQGDWRU\ (AUWLFOH 57). 

FiQeV aQd 
SeQaOWieV 

FDLOXUH WR FRPSO\ ZLWK 7 GDWD 
SULQFLSOHV LV SXQLVKDEOH E\ D 
ILQH RI XS WR RM 300,000 RU 
LPSULVRQPHQW IRU XS WR WZR 
\HDUV RU ERWK. (SHFWLRQ 5(2)) 

UQODZIXO FROOHFWLRQ RI 
SHUVRQDO GDWD LV SXQLVKDEOH E\ 
D ILQH LV XS WR RM 500,000 RU 
LPSULVRQPHQW IRU XS WR WKUHH 

\HDUV RU ERWK (SHFWLRQ 130(7)). 

PHUFHQWDJH UHYHQXH-EDVHG 
ILQHV. 

OUJDQLVDWLRQV FDQ EH ILQHG 
10% RI WKHLU DQQXDO WXUQRYHU 
LQ SLQJDSRUH H[FHHGV SGD 10 

PLOOLRQ RU SGD 1 PLOOLRQ, 
ZKLFKHYHU LV KLJKHU (VHFWLRQ 

48J). 

PHUFHQWDJH UHYHQXH-EDVHG 
ILQHV. TKH ILQHV DQG 

SHQDOWLHV IRU OHVVHU RIIHQFHV 
DUH ¼10 PLOOLRQ RU 2% RI 

DQQXDO JOREDO WXUQRYHU. TKH 
PD[LPXP LV ¼20 PLOOLRQ RU 

4% RI DQQXDO ZRUOGZLGH 
WXUQRYHU, ZKLFKHYHU LV 

KLJKHU (AUWLFOH 83). 

IQ PLQRU YLRODWLRQ, WKH\ ZLOO EH OLDEOH IRU D  
ILQH RI XS WR  RMB 1 PLOOLRQ, DQG WKH 

UHVSRQVLEOH SHUVRQ LQ FKDUJH ZLOO EH OLDEOH IRU 
XS WR RMB 100,000. 

IQ D VHYHUH YLRODWLRQ WKH PI KDQGOHU ZLOO EH 
OLDEOH WR D ILQH RI XS WR RMB  50 PLOOLRQ RU 5% 

RI WKH DQQXDO WXUQRYHU, DQG WKH UHVSRQVLEOH 
SHUVRQ LQ FKDUJH ZLOO EH OLDEOH IRU D ILQH RI XS 
WR RMB 1 PLOOLRQ DQG SURKLELWHG IURP KROGLQJ 
VHQLRU PDQDJHPHQW SRVLWLRQV DQG UROHV IRU D 

FHUWDLQ SHULRG (AUWLFOH 66). 

TabOe 1. AQDO\VLV RI WKH CRPSDULVRQ EHWZHHQ MDOD\VLD, WKH EU DQG SLQJDSRUH 
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The Wable abRYe cRmSaUeV daWa SURWecWiRQ SUacWiceV XQdeU fRXU diffeUeQW jXUiVdicWiRQ UegXlaWiRQV: 
Mala\Via'V PDPA 2010, SiQgaSRUe'V PDPA 2012, Whe EXURSeaQ UQiRQ'V GDPR, aQd ChiQa'V PIPL. Each 
laZ iV eYalXaWed baVed RQ VeYeUal ke\ aVSecWV: VcRSe Rf aSSlicaWiRQ, DaWa PURWecWiRQ ImSacW AVVeVVmeQW 
(DPIA), Whe aSSRiQWmeQW Rf a DaWa PURWecWiRQ OfficeU (D.P.O.), daWa bUeach QRWificaWiRQ UeTXiUemeQWV, aQd 
fiQeV aQd SeQalWieV fRU QRQ-cRmSliaQce. 

LaVWl\, cRQceUQiQg fiQeV aQd SeQalWieV fRU QRQ-cRmSliaQce, Mala\Via'V PDPA 2010 imSRVeV fiQeV aQd 
imSUiVRQmeQW fRU failXUe WR cRmSl\ ZiWh daWa SUiQciSleV, a fiQe Rf XS WR RM 300,000 RU imSUiVRQmeQW fRU 
XS WR WZR \eaUV RU bRWh (SecWiRQ 5(2) Rf Whe PDPA 2010 aQd XQlaZfXl cRllecWiRQ Rf SeUVRQal daWa iV 
SXQiVhable b\ a fiQe iV XS WR RM 500,000 RU imSUiVRQmeQW fRU XS WR WhUee \eaUV RU bRWh (SecWiRQ 130(7) 
Rf Whe PDPA 2010.  SiQgaSRUe'V PDPA 2012 allRZV fiQeV Rf XS WR 10% Rf aQ RUgaQiVaWiRQ'V aQQXal WXUQRYeU 
RU SGD 1 milliRQ, ZhicheYeU iV higheU (VecWiRQ 48J Rf Whe PDPA 2012). The EU GDPR imSRVeV PeUceQWage 
UeYeQXe-baVed fiQeV, ZiWh leVVeU RffeQceV aWWUacWiQg fiQeV Rf XS WR ¼10 milliRQ RU 2%, aQd mRUe VeYeUe 
YiRlaWiRQV XS WR ¼20 milliRQ RU 4% (AUWicle 83 Rf Whe GDPR). ChiQa'V PIPL imSRVeV fiQeV fRU miQRU 
YiRlaWiRQV, ZiWh aXWhRUiWieV haYiQg Whe diVcUeWiRQ WR imSRVe cRUUecWiYe meaVXUeV RU cRQfiVcaWe illegal gaiQV. 
FRU VeYeUe YiRlaWiRQV, fiQeV caQ gR XS WR RMB 50 milliRQ RU 5% Rf aQQXal WXUQRYeU, aQd UeVSRQVible 
SeUVRQV ma\ face addiWiRQal SeQalWieV. The PIPL imSRVed fiQeV RQ iQdiYidXalV ZhR aUe UeVSRQVible fRU PI 
SURWecWiRQ. The UeVSRQVible SeUVRQ iQ chaUge Zill be liable fRU a fiQe Rf XS WR RMB 1 milliRQ aQd SURhibiWed 
fURm hRldiQg VeQiRU maQagemeQW SRViWiRQV aQd URleV fRU a ceUWaiQ SeUiRd (AUWicle 66). 
 
 
CRQcOXVLRQ 
 
IW iV QeceVVaU\ WR haYe a daWa VecXUiW\ fUameZRUk WhaW cRQViVWV Rf SUeYeQWiYe, deWecWiYe, aQd UeVSRQViYe 
meaVXUeV WR SURWecW YalXable daWa. DaWa XVeUV Qeed a VWUaWegic SlaQ WR SUeYeQW aQd maQage daWa bUeacheV 
aSSURSUiaWel\. The EU GDPR, Whe SiQgaSRUe PDPA 2012 aQd Whe ChiQa PIPL haYe VimilaUiWieV iQ 
SURWecWiQg SeUVRQal daWa. TheVe UegXlaWiRQV imSRVed a maQdaWRU\ aSSRiQWmeQW Rf daWa SURWecWiRQ RfficeUV, 
maQdaWRU\ daWa bUeach QRWificaWiRQ WR Whe aXWhRUiW\ aQd daWa SURWecWiRQ imSacW aVVeVVmeQWV aV SaUW Rf WheiU 
daWa VecXUiW\ fUameZRUk. DeVSiWe WheiU VimilaUiWieV, each UegXlaWiRQ haV diffeUeQW UeTXiUemeQWV iQ SUacWice. 
Mala\ViaQ SRlic\makeUV ma\ VelecWiYel\ adRSW beVW SUacWiceV iQ daWa VecXUiW\ fUameZRUkV fURm RWheU 
jXUiVdicWiRQV WR VWUeQgWheQ daWa VecXUiW\ meaVXUeV iQ SURWecWiQg daWa aQd maQagiQg daWa bUeacheV. The 
Mala\ViaQ PDPA 2010 did QRW VSecif\ iQcideQW UeVSRQVeV, bXW ceUWaiQ RbligaWiRQV RQ haQdliQg bUeach 
iQcideQWV aUe VcaWWeUed XQdeU VeYeUal UeleYaQW UegXlaWiRQV. PRlic\makeUV ma\ cRQVideU adRSWiQg RWheU 
jXUiVdicWiRQV¶ SUacWiceV iQ SUeSaUaWiRQ fRU a daWa bUeach e[iW VWUaWeg\. The PDPD VhRXld SURYide aSSURSUiaWe 
gXidaQce RQ haQdliQg daWa bUeacheV, VimilaU WR Whe SiQgaSRUe PDPC¶V GXide. DaWa bUeach maQagemeQW 
SlaQV VhRXld be dRQe eaUl\ WR eQVXUe daWa XVeUV maQage aQd UeVSRQd WR daWa bUeacheV mRUe effecWiYel\. 
DaWa XVeUV caQ XVe Whe GXide WR cUeaWe aQd e[ecXWe SUacWical maQagemeQW SlaQV aW Whe eaUl\ VWageV Rf daWa 
SURceVViQg, eQVXUiQg a SURmSW aQd V\VWemaWic UeVSRQVe. The PDPD caQ alVR make VSecific 
UecRmmeQdaWiRQV bXW QRW e[haXVWiYel\ addUeVV eYeU\ VceQaUiR QRU VSecif\ Whe SURceVVeV RU V\VWemV 
becaXVe eYeU\ daWa bUeach haV diffeUeQW ciUcXmVWaQceV aQd aVVRciaWed UiVkV, aQd Whe UeVSRQVe QeedV WR be 
WailRUed WR Whe SaUWicXlaU cRQWe[W. DaWa XVeUV caQ cRQdXcW SeUiRdic bUeach e[eUciVe dUillV WR aVVeVV WheiU 
maQagemeQW SlaQV¶ adeTXac\ aQd efficieQc\. TheVe dUillV Zill helS Whe ke\ SeUVRQQel iQYRlYed iQ daWa 
bUeach maQagemeQW becRme familiaU ZiWh WheiU URleV aQd XQdeUVWaQd Whe QeceVVaU\ acWiRQV WR be WakeQ. 
NR iQdXVWU\ iV immXQe fURm daWa bUeacheV (³2023 DaWa BUeach IQYeVWigaWiRQV ReSRUW _ VeUi]RQ,´ 2023). 
IW Zill be mRUe efficieQW if Whe aSSlicaWiRQ Rf Whe PDPA iV QRW RQl\ VSecific WR cRmmeUcial WUaQVacWiRQV bXW 
alVR aSSlicable WR SeUVRQal daWa iQ QRQ-cRmmeUcial WUaQVacWiRQV aQd gRYeUQmeQW ageQcieV (SecWiRQV 2 aQd 
3 Rf Whe PDPA 2010). The efficieQW meaVXUeV aQd UeVSRQVe Zill maiQWaiQ Whe XVeUV¶ cRQfideQce aQd aWWUacW 
mRUe iQYeVWRUV Zhile aW Whe Vame Wime giYiQg daWa XVeUV a cRmSeWiWiYe adYaQWage RSeUaWiQg iQ iQWeUQaWiRQal 
WUade. 
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