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ABSTRACT 

The purpose of this study is to address the concept of e-wallet from a 

Sharīʿah perspective and its potential Sharīʿah concepts, issues, and 

challenges and to provide relevant recommendations to overcome 

those issues and challenges. A qualitative research method is adopted 

in this study to address the concept of e-wallet, Sharīʿah contracts, 

issues, and challenges from the Sharīʿah perspective. The collected 

data of this study is analyzed through an explanatory research approach 

to fulfill the objectives of this study. The study finds that the Sharīʿah 

compliant e-wallet is realizable from the Sharīʿah perspective. 

Although a wadīʿah contract is used for deposit/safekeeping purposes, 

in this study the concept of qarḍ seems to be a better choice for a 

contract between user and issuer. However, the cashback and rewards 

are some issues that arise while using the qarḍ contract since a 

borrower (issuer) is not allowed to return additional benefits/amount 

to the lender. In this regard, the study concludes that the benefits of e-

wallets either might come from the merchant or the issuer. If those 

benefits are given by the issuer out of his generosity, and without any 

condition from the borrower (user), the offer of such benefits will be 

permissible, on the other hand, if it comes in return for a condition, that 

will be impermissible. Moreover, the benefits provided by the 

merchants seem to be permissible due to sale contracts in that 

transaction. The study also finds that a Sharīʿah compliant e-wallet is 

required to transfer the funds to a trust account under an Islamic 

financial institution so that it does not issue an interest for that fund. 

Additionally, if the fund is allowed to invest, it should be invested in a 

Sharīʿah compliant investment. The results of this study assist the e-

wallet providers to consider Sharīʿah compliance of the e-wallet. In 

particular, the findings reveal the possibilities of Sharīʿah compliant e-

wallet regardless of the issues and challenges it might face. Moreover, 

it provides room for users who are Islamic fintech enthusiasts. This 

research presents a deeper insight into wadīʿah and qarḍ contract to be 

used as underlying contracts between e-wallet providers and users. 
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Introduction 

The phenomenon of combining finance and technology (fintech) is an emerging industry characterized 

by rapid growth and significant contributions to the financial sector (Pati et al., 2021; Atiyah et al., 2024). 

The fintech index has become one of the most widely studied financial topics (Kharrat et al., 2023). The 

Financial Stability Board (FSB) defines fintech as “technology-enabled innovation in financial services 

that could result in new business models, applications, processes or products with an associated material 

effect on the provision of financial services” (FSB, 2017). Fintech plays a crucial role in enhancing 

payment infrastructure and banking operations, boosting productivity while reducing costs (Kharrat et al., 

2023; Yudaruddin et al., 2023; Teigland et al., 2018). Following the inclusion of digital currencies in the 

financial market,  electronic wallets (e-wallets) have now made significant inroads into the financial 

industry by offering ease of payment and additional bonuses. An e-wallet is a mobile application that 

allows users to store a relatively small amount of money, transferred from their bank account, and use it 

for payments through the application (Omar et al., 2012). The use of e-wallets is now widespread, 

especially among technology enthusiasts. They are also well accepted in many stores and business 

premises, making transactions more convenient for customers. These mobile applications enable users to 

scan and pay, tap and pay, transfer money, top up mobile credit, make online purchases, and more 

(Muzaldin et al., 2022; Sentanu et al., 2020). E-wallet issuers promote their services by offering cashback, 

bonuses, and other additional benefits and privileges to customers (Loke et al., 2022; Alam et al., 2021; 

Vana et al., 2018; Kai, 2018).  

Considering the convenience that an e-wallet offers to users, it is important to study it from a Sharīʿah 

perspective to determine whether its use aligns with Islamic precepts. In this regard, Islam not only permits 

innovation and creativity in technology but also provides guidelines that must be followed. Despite the 

many advantages of e-wallet for users, issuers, and merchants, several issues remain unresolved from a 

Sharīʿah perspective, particularly concerning their operational procedures, including the internal 

mechanisms for providing rewards and cashback to users (Noor and Yusoff, 2022; Shamsuddin et al., 

2020; Zulkefli et al., 2019). A Sharīʿah-compliant financial service provider should ensure that Sharīʿah 

principles are applied to all financial matters. Regarding e-wallets, researchers have examined various 

Sharīʿah-related concerns and proposed specific Sharīʿah contracts to be established between parties 

(Lamari & Adedokun, 2023; Razali et al., 2021; Ramli et al., 2021; Saleh & Saharudin, 2021). 

Additionally, current research suggests that e-wallet issuers and users are often reluctant to disclose the 

contractual agreements between them. Despite the lack of transparency, e-wallets and their associated 

services remain widely accepted due to technological advancements and the convenience they provide for 

payments. 

Therefore, it is essential for this issue to be rigorously examined through various research efforts, as it 

may lead Muslim e-wallet users to unknowingly engage, inter alia, in ribā (interest) and other non-

Sharīʿah compliant activities. Hence, this paper aims to study the concept of e-wallets from a Sharīʿah 

perspective, along with their potential principles, issues, and challenges, while also providing 

recommendations to address these concerns. 

Literature Review 

The Concept of E-Wallet 

The current fintech industry and its various segments are embraced by financial institutions and the 

general public due to the flexibility and convenience of financial transactions. E-wallets are among the 

most promising fintech tools, emerging through the rapid evolution and widespread adoption of cashless 

payments and digital transactions by traders and consumers globally (Shekhar et al., 2020). Several terms 

are used to refer to e-wallets, including virtual wallet, mobile wallet, and electronic cash (e-cash) (Pham 

et al., 2021). 

According to researchers Nguyen, (2023), Kaur et al., (2020) and Mumtaza et al., (2020), an e-wallet is a 

digital wallet built into smartphones (including tablets) which enables users to transfer money between 

accounts and make purchases both online and offline. These smartphone applications serve as ab 

electronic version of a physical wallet, allowing consumers to use stored funds for various transactions. 

In other words, an e-wallet functions as a deposit or storage medium where users electronically keep their 
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money and financial information electronically — such as credit cards debit cards, or bank account 

details—enabling them to perform electronic, online, or physical transactions without the need to re-enter 

their financial information for each payment. 

Historically, electronic wallets or mobile wallets can be traced back to 1977, when Coca-Cola released a 

limited number of vending machines that allowed customers to make mobile purchases (Humbani & 

Wiese, 2018; England, 2023). The development of fintech transformed the traditional banking system into 

a digital, technology-based system through online banking, mobile payments, and PayPal. After the global 

financial crisis in 2008-2009, financial institutions recognized the need to restructure financial systems to 

create better models with enhanced security. In 2009, the fintech world was introduced to Bitcoin 

(Nakamoto, 2008; Narayanan et al., 2016). The advancement of fintech led to the creation of Google 

Wallet, Apple Pay, Samsung Pay, AliPay, and many other e-wallets (Alam et al., 2021). Regarding the 

rapid growth of e-wallets, PricewaterhouseCoopers (PWC) in its 2019 report based on a global survey, 

found that transactions through mobile payments consistently increased from 11% in 2015 to 24% in 

2019. The study revealed that the acceptance rate of e-wallets rose in selected countries, including China 

(86%), Thailand (67%), Vietnam (24%), and the Middle East (20%) in 2019 compared to previous years. 

Additionally, the study found that the majority of respondents from these selected countries primarily 

used mobile payments for paying utility bills.   

According to researchers Alam et al., (2021), Sentanu et al., (2020), and Abd Razak et al., (2021), there 

are various rationales and advantages behind consumers’ use of e-wallets. Since e-wallets are fast, cost-

effective and time-efficient, they fulfill a key consumer need when making payments (Nizam et al., 2019). 

E-wallets facilitate a range of transactions, from buying groceries to purchasing flight tickets, computers, 

and valuable items on online shopping platforms (Karim et al., 2020), as well as transferring funds 

between banks (Jayaseelan, 2017). Moreover, e-wallets reduce transaction costs and processing time by 

eliminating middlemen and avoiding direct cash exchanges between traders and customers. Additionally, 

individuals no longer need to carry a physical bank card when shopping, as they can simply use their 

mobile phones (Pham et al., 2021). The benefits of e-wallets extend beyond users to merchants as well. 

The quick transfer of payments via e-wallets facilitates the cash conversion cycle, benefiting merchants 

in managing working capital (Bommer et al., 2022). However, despite these advantages, certain 

challenges remain for e-wallet users. Some shops may not accept e-wallet transactions, mobile data or 

Wi-Fi may be unavailable during transactions, and there is a risk of device theft if security measures are 

inadequate. Additionally, in cases of hacking, user information may be misused (Kagan, 2023). 

An e-wallet requires a smartphone or tablet for installation, where the user's information is securely stored. 

For the protection of e-wallet users, a password is mandatory. The two main components of an e-wallet—

software and an information database—store personal details such as name, bank account information, 

contact number, addresses, credit or debit card details, payment methods, and account balance. E-wallet 

applications are typically available for download from platforms such as the Apple Store, Google Play, 

Huawei App Gallery, and Microsoft Store. Users can reload their e-wallets through several methods 

(Pham et al., 2021), including visiting a shop that provides reload services, transferring money from their 

bank account via an Automated Teller Machine (ATM), using a bank card (debit or credit) to transfer 

funds, using the Financial Process Exchange (FPX) for fund transfers, or utilizing a dedicated reload 

machine for e-wallet services. To ensure transaction security, some e-wallets send a One Time Password 

(OTP) to the user’s registered contact number, while others verify transactions through passwords or 

biometric authentication, such as fingerprints. Users should be aware that e-wallet availability varies —

some businesses may accept a specific e-wallet while others may support different platforms. Therefore, 

users need to identify which e-wallet has broader coverage for their convenience. Additionally, e-wallets 

facilitate payments across various services, including grocery stores, utilities, charity donations, parking, 

tolls, travel tickets, shopping, and more. 

In addition, previous studies have examined e-wallets from various perspectives, including consumer 

behavior (Esawe, 2022; Teng, & Khong, 2021; León, 2021), excessive spending (Aji &  Adawiyah, 2022; 

Lee et al., 2022; Hidajat & Lutfiyah, 2022) and customer satisfaction (Ariffin et al., 2021; Valencia, & 

Layman, 2021; Yadav & Arora, 2019; Bagla & Sancheti, 2018). Other areas of research include security 

concerns (Undale et al., 2021; Nachappa and Lathesh, 2018; Salodkar et al., 2015), factors influencing e-

wallet adoption (Kınış, and Tanova, 2022; Pham et al., 2021; Kaur et al., 2020; Soodan and Rana, 2020; 
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Karim et al., 2020; Nizam et al., 2019), ethical and religious implications (Aji et al., 2020; Halaweh, 2013) 

and legal and operational challenges (Nguyen, 2023; Noor et al., 2021; Octora et al., 2021;  Sunaryo & 

Nuraini, 2020; Selvadurai, 2013).  

E-wallet from the Sharīʿah Perspective  

The Islamic financial system embraces fintech tools just as other financial institutions do. However, the 

acceptance of fintech in Islamic finance depends on adherence to the principles and guidelines set by 

Sharīʿah. Sharīʿah strictly prohibits injustice, interest (ribā), gambling (maysir), uncertainty (gharar), and 

unethical activities. Conversely, it promotes justice, honesty, ethical values, fairness, and cooperation in 

a righteous manner (Ayub, 2007; ISRA, 2016). Therefore, if a fintech tool aligns with these principles 

and guidelines, it is welcomed in the Islamic financial system. However, if any of these principles are 

breached, rectification of such practices becomes necessary. Otherwise, non-compliant actions are 

deemed prohibited within the Islamic financial framework.  

The rules and regulations of the Islamic financial system must be observed in all aspects of e-wallet 

operations. Transactions must adhere to Sharīʿah contracts, with Sharīʿah experts overseeing and 

supervising the e-wallet's internal mechanisms and activities. In other words, a Sharīʿah advisor or 

dedicated unit within the institution must regularly monitor all aspects of the e-wallet, including its 

operational frameworks, business flows, agreements, profits and losses, rewards and discounts, and other 

financial matters related to its functionality. Additionally, since an e-wallet holds e-money, the rules of 

currency exchange (al-ṣarf) apply. This means that the exchange of money in similar types must be of 

equal value and conducted simultaneously. Furthermore, if e-money is considered qarḍ (a loan) to the e-

wallet issuer, the same amount must be returned upon request. Any additional amount, gifts, or charges 

cannot be imposed as conditions in the contract in cases of late payment or other circumstances, except 

when given voluntarily by the borrower. If the e-wallet is used for purchasing commodities or services, 

the transaction must comply with the laws governing sale contracts, such as musāwamah (simple sale), 

tawliyah (sale at cost price), murābaḥah (cost-plus sale), waḍīʿah (discounted price), and ijārah (lease) 

(Ayub, 2007; Saleem, 2013; ISRA, 2016).  

Researchers have explored various aspects of e-wallets, particularly their Sharīʿah compliance and related 

concerns. Many have scrutinized the practice of rewards and cashback, highlighting them as unsettled 

Sharīʿah issues in e-wallet transactions. For instance, Zulkefli et al., (2019) proposed a preliminary model 

for a Sharīʿah-compliant e-wallet, while Shamsuddin et al., (2022) suggested several contractual 

frameworks for e-wallets. Abu Bakar et al., (2020) examined the internal mechanisms and engineering of 

e-wallets, noting the potential for Sharīʿah compliance. Additionally, researchers such as Hamsin et al., 

(2023), Shamsuddin et al., (2022) and Ramli et al., (2021) have identified various challenges concerning 

e-wallets from a Sharīʿah perspective. Similarly, Noor et al., (2021) highlighted both legal and Sharīʿah-

related issues affecting e-wallets. Some scholars (Abd Latif & Ahmad 2022; Amira, n.d.; Amin, n.d.; 

Mirza, n.d.; Alfatakh, n.d.; Mohamad, 2019) have questioned the permissibility of e-wallets under 

Sharīʿah law and discussed the implications of rewards, cashback, and discounts offered by e-wallet 

issuers. Moreover, the study by Mohd Noh et al., (2022) identified potential instances of gharar 

(uncertainty) in e-wallet practices.  

Based on the above discussion, it is evident that many scholars have explored the issues and challenges 

surrounding e-wallets from various perspectives, yet several concerns remain unresolved. However, a 

detailed examination of specific contractual frameworks and potential solutions within those contracts has 

yet to be thoroughly addressed. Therefore, it is crucial to identify applicable contracts and Sharīʿah 

principles to guide e-wallet practices, ensuring that issuers adhere to these guidelines by introducing 

Sharīʿah-compliant e-wallets. 

Methodology  

This study adopts a qualitative research approach to examine the concept of e-wallets, as well as the 

Sharīʿah-related issues and challenges in ensuring their compliance with Sharīʿah law. Given that e-

wallets are a modern financial tool, the study's literature is primarily sourced from classical and 

contemporary books, journals, conference proceedings, online resources, webinars, and resolutions issued 

by Islamic financial institutions. Additionally, the policy document Electronic Money, published by the 
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Central Bank of Malaysia (Bank Negara Malaysia – BNM), is included in the literature to provide a legal 

perspective on the subject and to compare its framework with the Sharīʿah contracts applicable to e-

wallets. Furthermore, the research extensively examines e-wallet-related websites, issuers’ official 

platforms, and mobile applications to analyze the modus operandi of e-wallets, including their 

functionalities, benefits, and security measures. The researchers aim to collect data from reputable and 

indexed journals, as well as books written by both classical and contemporary Sharīʿah scholars. This 

approach informs a comparative analysis between current e-wallet practices and Sharīʿah law. 

Additionally, the study integrates insights from relevant e-wallet websites to review their policies and 

guidelines. As a preliminary study based on library research, it explores the possibility of applying two 

specific contracts and identifying optimal solutions to address existing issues and challenges. 

Consequently, while this study focuses on foundational knowledge from library research, it provides a 

basis for future research to explore the practical applications of e-wallet compliance with Sharīʿah 

principles. 

Regarding data analysis, this study adopts an explanatory research approach. This approach assists 

researchers in addressing the topic comprehensively and in-depth (Cooper & Schindler, 2001; Jonker & 

Pennink, 2010). In this study, the explanatory research approach is employed to elaborate on the concept 

of e-wallets, explore their potential Sharīʿah-compliant contracts, and identify essential solutions to the 

issues and challenges associated with their application in accordance with Sharīʿah principles and 

guidelines. 

Results and Discussion 

The Function of an E-Wallet 

It is understood from the earlier sections that four key parties are involved in e-wallet operations:  

1. E-wallet issuer – The entity that develops the e-wallet application and provides various 

financial services. The issuer is responsible for managing user funds and processing payments 

to merchants as needed, playing a crucial role in facilitating e-wallet transactions.  

2. Users or Consumers – individuals who use e-wallets for regular payments and transactions, 

such as purchasing food, paying bills, and booking tickets. Users reload their e-wallet 

accounts through various methods discussed in the literature and must ensure their funds are 

protected from misuse.  

3. Banks – Financial institutions that collect and safeguard user funds. Banks ensure that these 

funds remain accessible for transactions whenever required.  

4. Vendors, Merchants, and Entrepreneurs – Businesses that accept e-wallet payments for their 

goods and services. E-wallets adoption by vendors enhances convenience for users, making 

digital payments more seamless.  

Figure 1 illustrates the process by which users reload their e-wallets using payment methods permitted 

by the e-wallet issuer. The reloaded funds are then transferred to a trust account held by a bank 

associated with the e-wallet issuer. These funds remain untouched for any other purposes, except 

when permitted by the central bank. As a result, the funds are securely maintained and always 

available for users to conduct transactions via their e-wallet. Users can make purchases from vendors 

listed in the e-wallet app by scanning a QR code or entering the vendor’s account number. The 

transaction is completed in a few simple steps, and once payment is confirmed, the merchant promptly 

receives the funds. 
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Figure 1. Basic functions of e-wallet within four parties 

Based on the above figure, several key matters related to the Sharīʿah perspective need to be discussed, 

including:   

(a) The contractual agreement between the e-wallet issuer and its users; 

(b) The contractual agreement between the e-wallet issuer and its merchants; 

(c) The use of a trust account for the safekeeping of funds; and 

(d) The offering of cashback and rewards by e-wallet issuers. 

To examine the contractual agreements among various parties, it is essential to provide an overview of 

Sharīʿah-compliant contracts. This research aims to highlight key aspects of Sharīʿah contracts, 

particularly wadīʿah (safekeeping) and qarḍ (loan). Accordingly, the following section will further 

discuss contracts that are suitable for the issuer and its users in a Sharīʿah-compliant e-wallet facility. 

However, due to the scope limitations of this research, the contractual agreement between the issuer and 

the merchant is not included. 

Sharīʿah Contracts For E-Wallet 

The application of Sharīʿah contracts and principles is essential in determining whether a financial 

transaction is Sharīʿah-compliant. The incorporation of Sharīʿah principles and contracts distinguishes 

Islamic financial transactions from conventional ones, thereby ensuring compliance (Todorof, 2018; 

Muryanto, 2022). Consequently, a valid Sharīʿah contract in necessary for an agreement to be considered 

compliant. Given the nature of e-wallet transactions, certain Sharīʿah contracts, such as wadīʿah 

(safekeeping) and qarḍ (loan), can be applied. This section aims to propose two contractual frameworks  

for e-wallet issuers and users while examining the potential benefits, issues, and challenges associated 

with their implementation.  
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Figure 2. The Potential Sharīʿah contract between E-Wallet Issuers and Users 

(a) Wadīʿah (Safekeeping)   

Wadīʿah is a type of contract in which a person entrusts his goods to another party or grants them authority 

to safeguard those goods, based on trust or voluntary guarantee from the custodian (Ibn ʿĀbidīn, 2003; 

al-Qarāfī, 1994; al-Buhūtī, 1983). Evidence from the Qurʾān, ḥadīth, and ijmāʿ (consensus of scholars) 

establishes the permissibility of wadīʿah in Sharīʿah (al-Zuḥailī, 2001; ISRA, 2016). According to the 

majority of scholars, including the Mālikī, Shafiʿī, and Ḥanbalī schools, wadīʿah consists of four essential 

pillars which are (i) the depositor, (ii) the custodian, (iii) the goods or the property, and (iv) offer and 

acceptance (al-Zuḥailī, 2001; Saleem, 2013). Ḥammād (1993) summarizes several characteristics of 

wadīʿah, noting that classical scholars considered it as form of agency contract. These characteristics 

include firstly the non-binding nature as the wadīʿah contract is non-binding, allowing any contracting 

party to terminate it at any time. Secondly, the custodian’s liability, since the contract is based on trust, 

the custodian is not liable for loss or damage to the goods unless negligence, misconduct, or a breach of 

specific terms (mukhālafah al-shurūṭ) occurs. Thirdly, benevolent nature, as wadīʿah is classified as a 

tabarruʿ (benevolent) contract, emphasizing mutual assistance, goodwill, and the alleviation of hardships. 

As such, the depositor is not required to compensate the custodian for safekeeping services. Lastly, 

transition to a guarantee, while wadīʿah is based on trust, if the custodian utilizes or mixes the entrusted 

assests with others, it transforms into a form of ḍamān (guarantee), making them responsible for ots 

safekeeping. 

Regarding the use of wadīʿah for financial purposes, the BNM in 2016 outlined its stance in the Policy 

Document on Wadīʿah which states that: - 

“16.1    A wadi`ah contract shall be construed as a qard contract and shall be governed 

by the principles of qard if−  

(a)  the wadi`ah asset is a fungible asset (mal mithli) such as money; and  

(b) the custodian is allowed to utilise the asset.”  

Based on the above discussion, this study aims to apply the wadīʿah contract to e-wallet practices, 

particularly in the contractual agreement between users and issuers. The findings indicate that the concept 

of wadīʿah can be implemented in e-wallets, provided certain conditions are met—namely, when users 

reload their e-wallets, and the funds are placed in a trust account under the e-wallet issuer’s name. In 

arrangement, users deposit their e-money with the issuer as a wadīʿah fund, without incurring any fees, 

since wadīʿah is categorized as a voluntary safekeeping arrangement. Moreover, wadīʿah suitable for e-

wallet transactions because, in principle, the e-wallet issuer is not permitted to utilize the deposited funds. 

This restriction ensures that the issuer does not exercise any discretionary control over the funds, 

reinforcing its wadīʿah compliance. Hence, as long as the e-wallet issuer refrains from utilizing the 

funds—whether permitted or not—the wadīʿah contract remains a valid basis for establishing Sharīʿah-
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compliant e-wallet system. However, if issuer is authorized to invest or use the funds from the trust 

account for specific investment portfolios, the wadīʿah arrangement transitions into a qarḍ (loan) contract, 

as outlined in Clause 16.1 of Wadīʿah–Policy Document issued by the BNM. 

(b) Qarḍ (Loan) 

Qarḍ (loan) is a voluntary contract in which a person permits his money or assets to be used by another 

party. The recipient must then repay the loan either with an equivalent item or the exact borrowed assets 

itself (al-Qarāfī, 1994). The recipient has the full usage rights over the assets or funds provided through 

qarḍ. However, if the borrowed item is an asset that can be used without depleting or consuming it, it is 

classified as iʿārah (borrowing) rather than qarḍ. In qarḍ, the recipient is required to return the borrowed 

money or asset in its original amount or equivalent value without any additional payments or quantities. 

If the borrowed item is fungible, the repayment must be made in an identical form. Otherwise, the 

borrower must reimburse its assessed value (Wizārah al-Awqāf wa al-Shuʾūn al-Islāmiyyah, 1989). 

Furthermore, the borrower is not permitted to provide any additional payments such as gifts, bonuses, or 

extra compensation—to the lender. In this regard, BNM (2018, 6) states that: - 

“14.5 The borrower under a qard contract must not grant hibah to the lender that is 

conditional to the qard contract, in the form of cash, in kind or benefit”. 

However, the gift or bonus may come from the borrower voluntarily, without any request or coercion 

from the lender. In this regard, BNM (2018, 6) highlights that: - 

“14.6 The granting of hibah to the lender that is solely based on the borrower’s discretion 

is allowed.  

14.7 The borrower must not disclose, promote or market the indicative rate or prospective 

granting of hibah.”  

Based on the above discussion, a qarḍ (loan) contract can be applied to the agreement between the e-

wallet user and issuer, as previously mentioned. A wadīʿah (safekeeping) contract transitions into qarḍ 

either when the custodian combines the funds or utilizes them. In this case, the e-wallet issuer collects 

funds from multiple users and stores them in a single account, resulting in the commingling of users’ 

funds. Therefore, the qarḍ contract is well-suited to govern the financial relationship  between the user 

and issuer. Additionally, the e-wallet issuer carries the responsibility of maintaining and ensuring that the 

funds remain available for users, similar to a borrower who must return a loan upon request. At this stage, 

there is no inherent issue in applying a qarḍ contract to the agreement between the issuer and user within 

the e-wallet framework. However, concerns arise cashback and rewards are offered by the e-wallet issuer 

to users upon reloading, purchasing, or performing other transactions. Such situations resemble a loan 

that yields benefits for the lender (qarḍun jarra nafʿan) (al-Suyūṭī, 2004). If these benefits are stipulated 

as a condition between the borrower (issuer) and lender (user), they may be classified  as ribā (interest), 

which is prohibited in Sharīʿah. Thus, in the context of e-wallets, the issuer effectively a borrower under 

a qarḍ contract, and if the cashback, rewards, or bonuses provided to users are considered as ribā, they 

would constitute a Sharīʿah non-compliant practice. Consequently, such incentives must be avoided to 

ensure the transaction remains in compliance with Sharīʿah principles.  

Shariah Compliant Issues and the Way Forward 

Before discussing cashback and rewards, it is important to first examine how funds managed by the issuer 

are handled. Typically, these funds are kept in a trust account with a bank. The BNM suggests diversifying 

the placement of funds across multiple banks to mitigate the risk, stating: “16.6 An EMI is recommended 

to spread out the placement of the funds received in exchange of e-money issued, in bank accounts 

maintained at several banking institutions to mitigate risk exposure to any single banking institution” 

(BNM, 2022, 20). Thus, the issuer must distribute the funds received from users across multiple banks 

rather than keeping them in a single institution to minimize risk. Furthermore, the funds in trust accounts 

remain untouched by the e-wallet issuer, as certain restrictions imposed by BNM ensure that they remain 

available and secure. In this regard, BNM states that: -  
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“16.2 A non-bank EMI shall deposit the funds collected in exchange of e-money issued 

in a trust account with a banking institution after receiving it from a customer in 

accordance with the following requirements– 

(a) the trust account shall be established in accordance with the Trustee Act 1949; 

(b) the funds can only be used for the following– 

i. refund to customers; 

ii. payment to merchants for settlement of transaction conducted by the 

customer, including for repayment of any advance settlement by 

relevant intermediaries (e.g. payment system operator, acquirer) 

involved in making the payment to merchants; or 

iii. payment to another e-money account or bank account arising from a 

credit transfer transaction conducted by the customer”. 

Based on the above guidelines, an e-wallet issuer is required to channel user funds into a trust account 

under a banking institution. These funds cannot be utilized except for specific purposes, such as refunding 

the user, facilitating payments upon purchases, or transferring funds to another account, either an e-wallet 

or a bank account. It is important to distinguish how these funds are handled either for users themselves 

or for investment purposes. As for the former, the funds deposited by are intended for future transactions, 

and thus must remain available at all times. The latter, on the other hand, BNM is hesitant to allow e-

wallet issuers to invest these funds, as they must be readily available for users. Additionally, the funds 

must remain secure and avoid risks that could compromise their availability. However, BNM permits the 

use of funds for investment purposes under specific conditions, restricting investments to entities with 

lower risk exposure. This directive is outlined in Clause 16: 2 of the Policy Document which states: -  

“(c) the funds can only be invested in high quality liquid ringgit assets, which are limited 

to– 

i. deposits placed with banking institutions; 

ii. debt securities issued or guaranteed by the Federal Government or the 

Bank; 

iii. Cagamas debt securities; and 

iv. other instruments as may be specified by the Bank;” (BNM,2022,19-20)”. 

Given the issuer’s responsibility to users and their critical role in protecting funds, the investment of these 

funds in other financial institutions is highly constrained and not particularly encouraged. Moreover, 

BNM also provides specific guidance regarding revenue generated from such investments. It states: “any 

revenue earned from the investment of the funds in the trust account can only be used for activities 

specified under paragraph 16.2 (b) unless the funds are in excess of the total outstanding e-money 

liabilities” (BNM, 2022, 19-20). Accordingly, revenue from investments is first allocated to the users’ 

fund and used for customer-related purposes. In cases where the revenue exceeds total outstanding e-

money liabilities, the issuer has discretion over utilization. Regarding trust account maintenance, issuers 

are permitted to use funds only if their liabilities toward users remain fully covered. The Policy Document 

of BNM further states: “payment for any costs, charges, and expenses incurred in connection with the 

administration of the trust account can be made from the trust account only if the balance in the trust 

account after deduction of the cost, charges, and expenses is sufficient to cover all outstanding e-money 

liabilities” (BNM, 2022, 19-20).  

Based on the above discussion on the concept of qarḍ, and wadīʿah, as well as the guidelines set by BNM, 

several Sharīʿah-related issues arise in the adoption of these concepts and guidelines with a Sharīʿah-

compliant e-wallet framework. The researchers aim to examine these concerns concisely and propose 

solutions to address the associated issues and challenges, as follows:  
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(a) Relating the qarḍ contract to the Policy Document of BNM (2022), a borrower in a loan contract is 

typically allowed to use the funds at their discretion. Consequently, an e-wallet issuer would ordinarily 

be expected to utilize the funds as needed. However, the policy document imposes restrictions on the 

issuer’s access to these funds, which diverges from the conventional nature of qarḍ in financial 

transactions. Thus, the qarḍ (loan) contract is not completely applicable to the agreement between the 

issuer and user, as the funds are not entirely under the issuer ‘s control for discretionary use. Unlike a 

typical qard contract, where the borrower has full authority over the loaned amount, the e-wallt issuer is 

restricted from using the funds freely (Ibn ʿĀbidīn, 2003; al-Qarāfī, 1994; al-Anṣārī, n.d.; Ibn Mufliḥ, 

2003). Nevertheless, the qarḍ concept remains relevant due to several factors, including the user’s consent 

to deposit their money with the user, the availability of funds for users when needed, without any 

safeguarding charges, the issuer’s obligation to return the funds or make payments on behalf of users 

without imposing extra fees. However, certain exceptions may apply to the qarḍ concept in e-wallet 

transactions, given that the issuer—who functions as the borrower—is restricted from utilizing the funds 

as they wish due to regulatory constraints imposed by BNM .  

(b) In principle, funds held in a trust account are not permitted to be utilized by the issuer. However, if an 

exception is granted by the relevant authority, the trustee may be allowed to do so. In the context of e-

wallets, the issuer is generally discouraged from using these funds for investment or any other purpose, 

except as explicitly permitted by the central bank. Under such circumstances, a Sharīʿah-compliant e-

wallet issuer may invest the funds in Sharīʿah-compliant investments, provided that the remaining balance 

is sufficient to meet users' needs and that any profits earned from the investment align with the principles 

of qarḍ (loan). If the trust account is invested in Sharīʿah-compliant businesses and generates profits, 

there would be no issue in channelling those profits back into the trust account for the benefit of users. In 

this regard, Bank Negara Malaysia (BNM) recommends distributing any earned profit to the fund and 

states: “any revenue earned from the investment of the funds in the trust account may only be used for 

activities specified under paragraph 16.2(b) unless the funds are in excess of the total outstanding e-money 

liabilities” (BNM, 2022, 19).   

(c) Considering the characteristics of a trust account that holds e-money deposited by users, there is a 

possibility that the account may generate interest. If interest is earned, adopting such a practice in an e-

wallet would be non-compliant with Sharīʿah principles, as interest is strictly prohibited in Islam. 

Therefore, the distribution of such interest among users would not be permissible. Conversely, if the trust 

account does not accrue interest from the bank, there would be no Sharīʿah issue with the issuer using the 

account to safeguard funds collected from users. Furthermore, if the issuer wishes to offer additional 

benefits—such as incentives provided by merchants, issuers, or third parties to promote their business and 

services—such benefits would generally not pose a Sharīʿah concern, provided they are granted 

voluntarily and are not subject to any contractual conditions between the user and issuer. 

(d) Sharīʿah scholars recognize certain allowances for benefits received by a lender, although there are 

differing opinions on the matter. According to scholars, benefits provided by a borrower without any 

stipulation from the lender can occur in several scenarios. One such scenario is when the borrower 

voluntarily offers additional benefits while repaying the debt. Scholars generally agree that such voluntary 

benefits are permissible, based on the practice of the Prophet (PBUH) and his encouragement of qarḍ 

(loan) repayment in a generous manner (Ibn ʿĀbidīn, 2003; al-Dimyāṭī, 1995). A ḥadīth narrated by Jābir 

Bin ʿAbdullāh that “the Apostle of Allah (PBUH) owed me a debt; he paid me back and made an addition 

(of this)” (Muslim, 2015). In another ḥadīth, the Prophet (PBUH) encourages his companions to pay in a 

greater manner while paying his own debt, he says: “… Give him, for the best amongst the people is he 

who repays his debts in the most handsome manner” (al-Bukhārī, 2015). However, scholars debate 

situations in which benefits are given before repayment, particularly when intended to extend the debt 

tenure, when provided due to an existing loan, or when the borrower seeks an additional loan from the 

same lender. According to scholarly consensus, offering such benefits in these contexts is not permitted. 

However, if these benefits arise from a long-standing tradition or customary practice between the 

borrower and lender—established prior to the loan agreement—they may be permissible for the borrower 

to offer (Ibn Juzai, 2013; Ibn Abdul Barr, 2002; Niẓām, 2000; al-Buhūtī, 2000). In this regard, a ḥadīth 

narrated by Yaḥyā bin Abū Isḥāq Al-Hunāʾī, “the Messenger of Allah (PBUH) said: ‘If anyone of you 

borrow something then he gives (the lender) a gift or gives him a ride on his riding-beast, he should not 
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accept the gift or the ride, unless they used to treat each other in that manner beforehand” (Ibn Mājah, 

1997). 

Based on the above discussion, if cashback and rewards are offered to users voluntarily by issuers within 

qarḍ (loan) —without any stipulated conditions from users—such incentives may not lead to Sharīʿah 

compliance concerns. Additionally, since the issuer does not have full access to the funds, the contract 

does not entirely align with the traditional nature of qarḍ. Therefore, offering cashback and rewards might 

not constitute qarḍ jarra nafʿan (a loan that generates benefits for the lender). This is because the issuer 

is not granting such benefits to users as a condition of the loan but rather providing them voluntarily. 

Furthermore, these benefits may originate from merchants and other service providers as gifts to both 

existing and potential customers. Since such incentives do not fall under qarḍ jarra nafʿan, they are 

permissible. It is important to note that merchants and service providers are allowed to offer discounts, 

gifts, and promotional benefits to their customers, as their agreements with users typically fall under sale 

contracts, rather than qarḍ contracts. In sale contracts, contracting parties are permitted to negotiate 

business terms, including auxiliary benefits. 

As mentioned earlier, cashback and rewards in e-wallets may come from merchants, issuers, or third 

parties. These benefits are not provided based on a contractual condition between the user and issuer; 

rather, they are voluntary gifts from the issuer or merchant. The absence of any stipulated condition 

between the issuer and user validates the offering of such benefits, regardless of whether they originate 

from the issuer, merchant, or a third party. Regarding issuers—who function as borrowers—they are 

permitted to demonstrate generosity when repaying users, who act as lenders, as encouraged by ḥadīth. A 

ḥadīth states: “The best amongst you is the one who pays the rights of others generously” (al-Bukhārī, 

2015). Thus, issuers may voluntarily offer benefits to users without any Sharīʿah concerns. With respect 

to benefits provided by merchants, it was previously noted that sellers and buyers may negotiate the terms 

of a sale and associated benefits, provided the transaction does not involve ribā (interest), gharar 

(uncertainty), maisir (gambling), or any other unethical elements. Therefore, receiving such offers from 

merchants in an e-wallet context does not present a compliance issue. However, BNM strictly prohibits 

issuers from providing monetary benefits to users, the Policy Document states: “26.1 An EMI shall not– 

(c) extend credit to the customer or any other person, or pay interest, profit or any other form of returns 

on the e-money balances, that would add to the monetary value of the e-money” (BNM, 2022, 37). 

Consequently, benefits must take alternative forms, such as “buy one, get one free” offers or vouchers for 

future purchases. These types of benefits—commonly provided by e-wallet issuers—do not increase the 

monetary balance in users’ e-wallet accounts, ensuring compliance with BNM regulations. 

Figure 3 illustrates the key issues that the researchers aim to address in this study. It provides explanations 

from a Sharīʿah perspective, guiding e-wallet issuers in establishing a Sharīʿah-compliant e-wallet 

framework. 

 

Figure 3. Sharīʿah issues and challenges in e-wallet 



Malaysian Journal of Syariah and Law | يا ز يعة والقانون بمالي   Vol. 13, No. 1, pp. 207-222 | April 2025 | مجلة الشر

 218 

Conclusion 

The rise of financial technology (fintech) has revolutionized financial institutions, driving the 

digitalization of financial services and facilities. Islamic financial institutions have also embraced fintech, 

integrating it into their financial systems to meet the needs and demands of customers, investors, and 

fintech enthusiasts. However, ensuring Sharīʿah compliance in financial products and services is 

imperative. Providers of Sharīʿah-compliant financial services must adhere strictly to the guidelines and 

resolutions set by Sharīʿah scholars and Islamic financial institutions, as non-compliant activities are not 

tolerated in the Islamic financial system. Despite the widespread adoption of e-wallet applications, their 

compliance with Sharīʿah principles requires further justification. While the Sharīʿah framework for e-

wallet facilities has been studied over the years, several unresolved issues remain and require extensive 

deliberation. 

This study finds that a Sharīʿah-compliant e-wallet is achievable, provided its mechanism aligns with 

Sharīʿah principles and guidelines. Since the objective of this research is to identify suitable Sharīʿah 

contracts, potential issues, and their resolutions, the study focuses specifically on the contract between 

the issuer and user, as well as the issue of cashback and rewards. Among the various Sharīʿah contracts, 

wadīʿah and qarḍ have been selected for analysis. However, since wadīʿah typically does not permit the 

borrower to utilize the funds, the qarḍ contract appears to be a more suitable alternative. The qarḍ contract 

has distinct rules and regulations governing both borrower and lender—in this case, the issuer and user. 

Generally, a borrower is granted full access to the borrowed funds for discretionary use and is required to 

return the exact amount to the lender upon request. However, in e-wallet applications, regulatory 

authorities impose strict limitations on fund usage to ensure the safety and availability of user funds. As 

a result, the qarḍ concept is not fully realized in the sense of granting unrestricted access to the issuer. 

Despite these limitations, the qarḍ concept remains a suitable framework for e-wallet transactions 

between users and issuers, considering the nature and functionality of e-wallets. 

Regarding the issue of cashback and rewards in e-wallets, the qarḍ contract raises concerns related to 

ribā, as a borrower is not obligated to repay a loan with added benefits. Based on the findings, two 

scenarios may arise in this context: (1) benefits provided by issuers and (2) benefits offered by merchants 

who provide services through the e-wallet platform. For the first scenario, issuers are neither required nor 

permitted to grant cashback and rewards to users, as doing so is classified as ribā, which is prohibited in 

Islam. However, an exception applies if issuers voluntarily provide cashback or rewards without any 

conditions imposed by users. In this case, such benefits are considered permissible as they stem from the 

issuer’s generosity. Regarding the second scenario, when benefits originate from merchants, the contract 

between merchants and users is categorized as a sale contract, which allows discounts, gifts, and other 

incentives, provided they comply with Sharīʿah principles. Therefore, these benefits are permissible and 

do not present any Sharīʿah compliance issues. 

Regarding fund management in a Sharīʿah-compliant e-wallet, if issuers are allowed to invest funds, they 

must ensure that investments align with Sharīʿah principles. Any revenue generated from such 

investments may be channeled into the trust account or allocated for other purposes, provided the trust 

account maintains sufficient funds to meet users’ needs. Additionally, Sharīʿah-compliant e-wallet issuers 

should collaborate with Islamic financial institutions that offer trust account facilities free from interest-

bearing contracts. This study is limited to analyzing the contract between users and issuers, as well as the 

implications of cashback and rewards offered by issuers. It primarily focuses on the wadīʿah and qarḍ 

contracts. Future research may expand its scope to include the contract between merchants and issuers 

and further explore practical considerations in applying Sharīʿah principles to e-wallet services, such as 

facilitating Sharīʿah-compliant transactions and business ventures through e-wallet platforms. 
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